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, M}^^y^yvo:>m^mm^Mn'r^mmmimt/:^9-2^iz:js\^^x. 

mm^^y ^mmt, mmny^yvm^mimm^m^jt^^-m-^^mmr'^^ 
m^^tLx&^Lr^mm(Dm^^t^tir=.^y'ryvm^^mm^^tim^x:^& 

mmt^-zfUv ^ (EKB) {Cj;oTBif-^>fb^tlfe=¥-Bir#^- (KEK) X 
$>-5EKB@2M^-0t#=^- (KEK) 
ny^yv^W^-t^mm,^mmz.mma)y^Vv~V^~ (Kstr) 

^^■^mmx'&^z.t.-^im^h-t^m^-^iizmmo^mmimM^^T.^h.^ 

ffflHE KB@HM^-Bir-^:^- (KEK) ^^timM^t^-y'U ^ (EKB) 
It. 

xit'^^^-pfm^^m^ij^t^-'fu^y^ (EKB) t.Lxmm^nx\>^^^t^m 
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msiEKBmm^-m^^- (kek) (Dw^a^mm^m-tmmT'-^^'^ti 

mm^y ^^mmiB^Tj^m^v ^mmijmiz^fii^ ^ntc-ny^^yv ^wm-t^ m 
mmtmmm tc^&M $ ti ?t n > > ® & -r ^ n^mm t.^mi^. 

jc f a« (D s/ X 7^ A . 
mmmM^-^u^y ^ (ekb) iz^-oxm^^t^nm^.-^ti^EKBmm 

=¥-BiP#^- (KEK) \t. m-R; (A-S^'H>) ^SA'J^Stl, ISf^^CDHilT^ 

o 

n > 5^ > ® Bt -^^aS {c jgM -r ^ n > 7^ > ^ =r > ^ > >y (c *f j^; # 

iff tH n > -5^ > ^y Bif ^ M ^ ^ - ^ -^^an T # >^ b T ^fig L 

^i!c(^Bt-^>ffcstifeii>5^>^yBf-^^a.a^$:^t^/\-/ ^mmL^mmmmmzi^ 
\m^^ 8 ] 

tff f EM jS; -5 ^ - Bt ti, 

S7lx_h(Z)Jg|ff^r-, J3J:0fT^^-CcfcS±fe^-®Bir-^'f[:^a7='-^ $:-^t? 
^?*^t=^-^D ^ (EKB) fC J:oTBt#-fb$tlJt:3p-Bt#^- (KEK) 
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fe-2>EKBiB#dr-Bt-^^- (KEK) t.. 

ziyv^yy^W^-t^mmmmizmm<D:^h]y-i^^- (Kstr) 

trf|3EKB®afB^-Bt#:3{^- (KEK) ^^nM^i'C^-rfXlV ^ (EKB) 

ritm.^^'^m^£mmt^--fuy{/ (ekb) nLxm^^tix^^^z-t^^ 

[^^^10] 

BfffaEKBig#:^-Bf^^- (KEK) (DwmcDmM^^-tmmT''- ^ ^^ti 
1 1 ] 

mu^^y ^mm^j:rfm^v ^mm-^Miz^m-f ^tir=.ay^yv ^mm-t 
•mmmti^^m^mi^r^:ny^yy<Dn^mmiz:^\,>x. 

mmmm(Dm^i[:^tit^nyy^yym^mmmo)\>^rni)^--D^mMLrny 

^yvm-^mmm^mmL. mmnLr^:ny^yvm^^mm^m^^rmm::2y 
v^yv(D'^^mm^mn-t^:r.h:^^mt.-tsm^m7 tt^i,^8izmm(Dmmm 

m^mi 2] 

n > 5^ > v(Dmm t. tc itn^ ^ mn-t mmmmmmx & u , 
tEm^mzWi^-t^:nyy^yv(7)m^^Mizmm-t^ny^y'y^- : kco 
n^uy^yvizMmm-^r^^y ^mmt Lxmrnrn'mmnizwrni^. m^^y^' 

mmfp<Dnyy^yv^- : K c o n $:Mv^TM^5n >7=->^y(DBgf#^a$:llff "T 
mm^y^yV^- : K c o n $:M^-5)^-Ht#^aSilT-Bt-^fbLfc^^C0Bf 
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^timm^t^-yuy ^ (EKB) iz^-oxm^it-^tit^^-m^^- (kek 

) -e^^EKBiB'^^-Bt#dp- (KEK) ^1, 

::jy^yv^W^-t^m'm^mzmMoyy.h u-i:^^- (Kstr) 

mmEKBmm^-m^^~ (kek) ^^tim^^t^-y'u^y ^ (ekb) 
it. 

mmmizis^^xitm^^'^m^^mmt^-^uy ^ (ekb) iiLxmm^nx 

talHE KBM=¥-Bt-^^- (KEK) 5:^1"^^^- ^ S:-^t^ 

mmx&^:it^!^mii-t^m^mi 3 izmmo^mmmmmm. 

'H 3g S (C ^ M $ 4x n > ^ > ® ^ ^ S: H -r -g) « ^ ^ L , 

•tM-^ — rD^mMLXnyv^-yv^-K con ^^#L/feii>7^>^y 

^- : K c o n^m\'^xmm^y^yv(Dm.^mM^Mn-t^m^x:&^zt^ 
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iff IS 3 > 7^ > Bt-^^Sii 5: ^ ^ - 0f #^Q!aiiT# ^ sif "T -5 ^ - # 
2: ^ ^ ^*'»$g tfifafH'll^«tc*&^^ ^ ^ ^y ^ , 

[0 0 0 1] 

tCJ;y, ^ ^y-fe-i/'*$:/jN$ <|?$xT, m:^ltzj y^yv ^-mm. &^\^^it 

. mmz-^fu^'^h.^^Mmzm-t^o 

[0 0 0 2] 

(aT. Z.t\.^^ziy^yv (Content) }LnS') >^ y V^d^ 
%vVV-^. feSVNli. ^=EU:ij-K, DVD, C D^®^^M "Tfg^lB'Mfls: 

"f-yVX-i.. rL-if P C (Personal Computer) , fe-5V^ 
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[0 0 0 3] 
[0 0 0 4] 

[0 0 0 5] 

o 

[0 0 0 6] 

M;t{i-f h^^^rrLTBt-^fb^ti^tW^T^-^ 
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[0 0 0 7] 
[0 0 0 8] 

5:PI^-r'St;®T'fe-5„ 3C0:^^®f^^6?;;^^^{C D E S (t'- ^ Bir#=^m : De 
ta encryption standard) jf-^^^ 
[0 0 0 9] 

Wix-^^. m^\tn.~'^is^'^^r-A7.^- \^^x±iihx-:^\^^mm^mmh 

[0010] 

m'svrc^ikmm^m^^xm^itmm^fst^o. 'jkf^m\zi:^xm^it-^t\.t=.:scm 



ailiE4f 2001-3038622 



#2000—222122 



<i^|g^Bf#'fI:^^(7)ft^65^t)(D(CttR S A (Rivest-Shamir-Adleman) Bt#;b^ 

- -tf {C>^ b T (Z) ^5^^-^ oftg ^ f -2) S> X 7^ A pl|g ^ -5 o 
[0011] 

yv^yv^'^^-t^nyy^yv^-^iEmf^=L-ifiz(D^m^.-t^m^tf^^<m 
ffl$4^Tv^^„ ziy9-yv^-^i^(D^lEf£nif-m^^<f=.i^(Dz2y^yv^ 

^^xm^itny^yv^-^m.^Lxny^yv^-^mm»imt.-t^m^i)m 

[0 0 12] 

fe-5=i>7^>^y3^n A-Y ^iiri-if^^A-r x^^^cJ3v^T, ziy^^yv. fe-5v^^± 

[0 0 13] 

h?&<. iE^^rL--t?fcMLT®^, ^^(C5=-*-^ $:i2l#-r-g)^t Sr-erigh-t-g) 
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•D ^ (D mm mmmm v u - u n^t •^tx^m^m-^m^itL.fz.mmn-t^ 

^* ^ A li^t^fi^ & ^ ^ i: S 6^ -r -5 . 
[0014] 

=r > 5^ > ® -^^^ {c MM t- ^ n > 5^ > ^^^mm ^uy^yyiz MfZ-H 
, Ml^ny^yy(Dm^^m^mn't^'mm^miy:^^^izi3\^^X, 

m^^tLx^mvr=.mmo)m-^^t-^nr^nyv^yvm^mmm^^tim^x&^ 
^t.^!^mii-t^mmmmy:xy^^iz$>:s>o 

[0 0 15] 

-^^^ti^mt^-^uv ^ (EKB) iz^^xm^it-^tx^tz-^-m"^^- ( 

KEK) E KBlBfBdp-Hf-^dp- (KEK) ny^yV^W^-t^m 

mmn\zmm(D7sVv-v^- (Kstr) ^^tim^x&^z.h^mmi 

[0 0 16] 

$e>{c, ^mm(ommmm^>^v^2^(D-^mmmiz-j3\^^x. tfffaEKBM=^r 
-m-^^~ (KEK) ^'^timm<t^~-:^o^y ^ (ekb) it. mm^~yv- 
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mmt^-'^'Uv ^ (EKB) h LT^^$tlTVN-2)^i: $:#^^-r-5>o 
[0 0 17] 

\t. tuiaEKBSfim^-B^-^^- (KEK) $:^t»J5=^- ^ 5:^ 

tf ^^T^ -5 ^ o 
[0 0 18] 

\<^-rni}^-':f^^mmLxmm::2y^yv<Dm^^m^mn-t^m^x^$>^^t.^ 

[0019] 

U^y^ (EKB) iZ^^XW^^it^timm^n^EKBmm^-m-^^- (KE 
[0 0 2 0] 

nyy^yV(Dm^mmizmm'r^ny^yvm^^mm^:=iyv^yvizMJZ^M 

ii^fc^v ^'mm. tLx mmmm izw^b. m^^y ^mm ^(D-ny^yv m^^m 
^^Mv^T. n^ny^yvo^^^vm-km^-t^mmLm^-^m\ziB\^x. 

W^o^'^^\\:.-^t\.fz.ziy7'yv^^vmm^^ti^v ^ grftatB'il^g Jc ^ 

[0 0 2 1 ] 

Mm\X. m.moy'rJ^^ :^^V-yt Lxmm Lt=.vv -cdjv- hfi^h V - y tx 



1 0 
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^^ti^m^t^--fU-j ^ (EKB) fCJ:oTBf-^'f[:3tl7^=¥-Bf-^=3f- (KE 

K) v$>^EKBmm^-m^^- (kek) z^y^yv^w^-t^mmm 
mizmmo^xhu-v^- (Kstr) ^^tim^r^^^^t^'f^mt't^ 

o 

[0 0 2 2] 

#dp- (KEK) ^^ti^mit^-^u ^ (EKB) {±. mm^-yv-(Dv 
it^--fnv^ (EKB) nvxm^-^nx^^^^ii^s^mii-t^o 

[0 0 2 3] 

t5fHE KB@H#=^-BiP#=¥- (KEK) (DW^(DmM^^^m^i^~ ^ ^^tim 
[0 0 2 4] 

y^yv<Dn^mmiz^\,^x. mmmmoym-^^t-^nr^ziy^-yvm^mmmoy 
\>^-rnti-^—D^mm.hxny^yym^mmm^mm^. mmmhr=.ziy9-yy 
m^^mm^m^f^xmi^ny^'yyoyw.-^mm^mn-t^^t.^mmii-ta. 

[0 0 2 5] 

mmmmizw^'r^^y9'yy<Dm^mMizmm'raziy9-yv^~ : k c o 
n^:nyy^yyizM}:L^m-^t^^^y^'mmt.i^x mtm'mmm iz l , m^y^c 

■m^^(D:=tyy^yv^- : k c o n 5:Mv^T^JcSzI <Z)Bif#M^$:ll^f 
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[0 0 2 6] 

-^^^timmt^'--fnv ^ (EKB) K^^xm^iY.'^i^rc^-^^^- ( 

KEK) xth^^KBmm^-m^^- (kek) ny^yv^mm-t^^ 

mmmzm^(D7.hv-v^- (Kstr) ^^timm.x%^:i}L^f^mt. 

[0 0 2 7] 

$e>tc, :^mm(Dmmmmmmo)-mmmmiz-s5^^x. trrfBEKBBBfg=^-Bf 

(KEK) ^^timm^t^-y'Uv ^ (EKB) it. mm^~VV-(DV 

-y^m^-t^mmmmmm^. mm^^^^ iiy y.^i^'z:>mmmmmmizi3\>^x 
^^-^m^ji^m'it^-y'u^y ^ (ekb) tLxm^^nx\>^s:it^mmt-t^ 

a 

[0 0 2 8] 

mmEKBmm^-m^^- (kek) (DW^(Dmm^^-tm^iy'~^^'^tim 
mx:&^z.t.^<^m.}i-t^o 

[0 0 2 9] 

it'^t\,tc.ny^yv^^^mm(D\^^-tntS'-''D-kM^\^Xny^yv^-Yic o 
n mm'^Lf^ny^yv^- : K c o n V^Ttr^fB^ CD^ 



1 2 
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[0 0 3 0] 

m^M^^r. M!Z^^y9-yv(Dm-^^M^:jy\^zL-sx • s/x^AJi-en^f-frL 
mm:=iy^yvmn^mm^m^jis^-m^^mmx-^^m-^^t-t^^~s^^ 

mm^~m^^ty^^^y':^izis\f^X^^Lr=.mm(Dsmif^tit^ny^yvm^ 

[0 0 3 1 ] 
[0 0 3 2] 

[0 0 3 3] 
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[0 0 3 4] 

o T'-^^m^mz ovit. ^mLr=.m-B^t^yv^yv. ^^^^\tm^it^y^ 

yv^-^^W.^LXziy^yv:&:^\^tziyv^yy^-^^mmhX. mm^ 
^/^T-*- ^ ©H^, fe-5>^^«#a^^ y^A$:^iffi--5„ ayv^yvcDM 

m^mi 0 ii^-^mm^m2 o t.(Dm(D^-^^miit. >(y^-%v v^<d^ 

V hV-^ ^ifrhX. fe-g>V^l±DVD, CD. ^CDft&(Z)^ji"5rtg;&gH'li^#: 5:^ 
[0 0 3 5] 

K^(^^-^fa'll#IS3 0\Z^-^^Wi^\^XU^-t^. -T^-^^fH'IS^m 

M^LTli^^UXT^-^' (Memory Stick:^:^) ) ;b^^^4x-5o t^-^^S^ 
WL2 0*^e>T^-^fH'^i^|g3 OJC^f^T-'-^^&M^S, i3j:t>*^*-^fH'li#|g 

3 o;6^^^*-^^gi#©}c^t- 'S^-^^»KZ)i^{cii. m:s.uumm. iB^n^r 
m^mtmis^mn ^ ti^iE?^ ^* - ^ n n° - © r§ jl t&'j 0 e> n -5 = 

[0 0 3 6] 

o 

[0 0 3 7] 

0 iiLTtt. -r>^-^^y H 1 1, ^MJ^Jjzli 2, «fS 
Mis, DVD, CD#(Z)^^V T 1 4^:«)^^U, -7^, t'- ^^3^1^2 0 
©^yt^rx^ LTii, A-y:h;i/3>lf n.-^ (PC) 2 1, 3? ^VI/t^'A-Y 
X (PD) 2 2, M=^«fS, PDA (Personal Digital Assistants) m(D^^ 
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a#i2 3, DVD, cD^u-^mmmn^^. ^-At^m2 4:. ^^u-^tj 

-K (ex. :^^V'-7.9-^ ^ m^) ) $:fUMbfcS^^g2 S^Tb'J^-S. 
[0 0 3 8] 

it. /^°-y:^;^^>fcfi-^ (PC) 10 0, n^'^MzooisJ^mMmms 

OOf^TCD^-^ (n>^>^y) ®#I&^Q;M$:^L}t0T'fe-g>o P C 1 0 0 l± 
, >^n^*^A^3J:t>*^'-^fa'llM®7N- K^^'X^ (HD) ^r^tb, $^{C, ^51^ 

[0 0 3 9] 

A-y^;i/=i>fcfzi-^ (PC) looli, -r h, <2:^^ia^^(Z)# 

h'7-^JC^^nrtg"e^*J, E MD (Electronic Music Distribu 

tion: fj:i£(Di}-~}^:i.^m^-t^mBV^J^\'^-^~i^7.':fU7i^-$r 

, n^mM2 0 Oizmij-t^o t.r=.. j^-\fi-jvny\^=L~^ (PO iooi± 

y^;!/^^^"^-^ (PC) looii, CD, d VD*^p>A:^7L;tT'- 

^$:S^iSft2 0 0 izmiJ-t^o 

[0 0 4 0] 

tH'H^g 3 0 0 li, n&mm2 0 oizMLxm^^^^^j^mm. m^it^^^vy^ 

T^'-i' (Memory stick :^^) X&^). y ^ ^ ^ U ^ if ®##^;t"5Ttgj& 

ifi^^^^ ^ ij & p^l^ L T V^ S . 
[0 0 4 1 ] 

1112 tC^f «fc C> JC, PC 10 0, ^^^tt2 0 0, fH'lt^eS 0 0 WlCfe(-tS 
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[0 0 4 2] 

±J}^(J^^^r^ziy7-yv\zn-t^'^^^mzmm-t^^^^. mTLXtziy^y 
v(D^^^mzm'^t^-=Ly7'yv^-. %fz.\x-:iy^yv^~^^^Vc'^^fz. 
^(D^y^yv^-^^\'c^~m(J^^^t^'m^9m.^~^. ^^(ciE^^^-r-fe 

[0 0 4 3] 

ms(DmTm^^-t^yAO'^ 1 ^ti^ziyy^yvT'-^a^n^. mn^n^jio 

eaf ) ^ tl -f n ® AM :^ iCffi ^ -r -5 = 
[0 0 4 4] 

:¥--fe^y h $:^^U JC:^Mt--So 0 3 (DMTISfC^f K 0 0 0 0~K 1111;!)'? 

~K1 1 15:7 - K^-^-r-So 
[0 0 4 5] 

0 3 iC^f U -=^fi^^C^3V^T, Mx.l*T-*A-f ^ OliU -:7dp-K 0 0 0 0 t 

. J - K^- :K000, KOO, KO, KR^rm^f-So T^A-f 5 0 1 
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01, KOlO, KOI, KO, KR^m^-t?>o 'fn>(y^ 1 5 li, K 1 1 1 1 

, Kill, Kii, Ki, KK^m^ir^o ?&^> m^(r>v^} -\z\t^7i^ 7. 

[0 0 4 6] 

U^§:^ML^^^U;^J- K, DVD, CD, MD^, a? :/(Z)fa'll^e 

^#^JMoTlg^^A-r;^.*^#ttlTV^-5. $^JC, ^- a hf 

[0 0 4 7] 

;^lf®3 <Z),^^,^■T?H^fe'gP:^^, •r^^^-^T'A-f ^ 0, 1, 2, 3 $:|wr-(^BH^^ 

U , S V ^ *^ ^ n 71 ^ S V N it^m^^mmm \zziy^yv (D 
glli, m2>(D.^Mxm/vtz.^^. -t^^D-^f^AV^ 0, 1, 2, 3$:lo®^';i/ 

[0 0 4 8] 
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[0 0 4 9] 

e3oO^A-r;^0, 1, 2, 3 l±y - K^-^ LTi^ilCD=3r-K0 0, KO, 

n>^>^ydr-S:^A>r^ 0, 1. 2. 3 (7)*(cii#^-r'5 3 nTtgi: tc 
a. iffe^iiji#5:ll=ff-r-&^i:^<5='A-f X 0, 1, 2, 3 CD^lci^it®n> 
dr-K 0 0 T'Bf-^'fLbfe'fBE n c (KOO, K c o n) :^ h >7 - ^ 5::^ U 

T^^v^^ifH^t^f^i^c^MbT5='A-f 0, 1, 2, 3^cm-m^^, t^a-tx 

0, 1, 2, Z(D^ti^. -etl-etl^^A-f ^{CfeVNT'^^i-'S^^y - K^-K 
0 0 $:MV^•t^#E n c (KOO, Kcon) $:^V>T n ^- : K c o 

n $:#-5:ii:AWIgi:J&'5o ^fe> Enc (Ka, Kb) liK b K a IC o T 

BiP#^b b ^ Tfe z: ^ ^rat-To 

[0 0 5 0] 

^fe, fe-g>^.??,t ^CJ3V^T. T^y^M :^ 3 ©m^-r-S^ : K 0 0 1 1 ,K 0 0 1 , 
K 0 0 ,K 0 ,KR;()"^J&:«# fC J: tlTSM L 7^ ^ h >0^^^ b 

fc^-^, ^tlJ&ll^. VT.'rh. (■r'A-rxO, 1, 2, 3®^*;i/->^) T'j^^#3 

fei?)(Clj:, y - K=3r- : K 0 0 1 ,K 0 0 ,K 0 ,KR$:-etl-rtlfr7^^^K (t 
) 001, K (t) 00, K (t) 0,K (t) RlCjgfrb, "t^^ATsO, 1, 2 
(C^(DMif^-S:>ex.-5i^:^M;^':fe'S= r^T-, K (t) a a a li, UK a a a © 
tSf^ (Generation) : t JEff ^-7?^)^ 3 Sr^fo 
[0 0 5 1 ] 
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Mm^-(Dm^mm'D\>^rmm-t^o ^-(DM^it. 04 (a) izb 

-^M^it^-^Uv^ (E K B : Enabling Key Block) himtt^. ^ U ^ ^ ~ 

-"fnv^ (EKB) El3(C^t-^e)5&^yU-«^$:S^t-^#U-7{C^ 
i- -5 A -r ^ tc if ^ Sir S ti ^ - iB^ fc i?) ® Hf -^-f b =^ - {C j; o T « 
fi^^tl-So WJif-ffc^-^n (EKB) ^-Jgff >^'n ^ (KRB:Key 
Renewal Block) ^ ti4X-g> ^ ^ ti^-g>o 
[0 0 5 2] 

1114 (A) \ZB'^M^\\1^~-^UV ^ (EKB) \Z\%. 7 - F=3r-(DJgfr®i^x 

04©Mtt> HIS jc^-r^y y -S7ttfi®7^vt-f >^ 0, i, 2^c^3v^T. i&f^ 

TK (t) 0 0, K (t) 0, K (t) R:^^ig:^MT:-feU, 7.2.\%. J 

-Y^^-UVXK (t) 001, K (t) 00, K (t) 0, K (t) Rtf^iii^m 

x-s>^o 

[0 0 5 3] 

BI4 (A) ®EKBC^$tl-5 J:e)JCEKBJCli^m<Z)Bt-^^b^-;b^^*4x-5 
□ ML-rm.(Dmmt^-\t.. Enc (KOOIO, K (t) OOD T'fe-5o ^tl 
li-r'A-r^ 2®^^U - y'^^-K 0 0 10 j; o TBt#^b$ tlfeMff 7 - F^- 
K (t) OOIT'&U, ■?A-r>c.2li, &#®#oU--7:3p-{cJ;oT:i(5DBt-^ 
f[:^-$:«#L, K (t) 0 0 1 - hjb^T^-So * =a#{Cj:U^i^K 

(t) 0 0 1 $:fflV^T, 134 (A) ® T:6^ ?j 2 |g i CDBf-^fb - E n c (K (t 
) 00 1, K (t) 00) ?:^#Rrtgil^U, 3Sify-F=3r-K (t) 0 0 

i:*"^T'^-So JtJ/^T|lfir^, 04 (A) (D_h:^^^ 2|gg(Z)Bt#>fi:dr-E n c (K 

(t) 00, K (t) 0) $:^#L, Jgfr>' - F=3r-K (t) 0, 04 (A) (D 
_h*^?3 llggCDBt-^-ffc^-E n c (K (t) 0, K (t) R) $:^#LK (t) 
R?:#S„ T=^A-r XK 0 000. KOOOlli, y-F^-KOOO lijg 
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m-t^MMiz.^t.tiXi5^ir. Mmj-\^^^-tLx£-m^£(D},t. k (t) oo 

, K (t) 0, K (t) R-e^<5o ^V1-rXK0 0 0 0. KO colli, EI4 ( 

A) (D±i}-^fb 3mM(Dm-^'it^-E nc (K00O, K (t) 00) &^-^LK 

(t) 0 0, ^mmh. &.r. 04 (a) (D±tf^^2mB(Dm^it^-En c c 

K (t) 00, K (t) 0) ^mJ-Y^^-K (t) 0, 04 (A) 

<D±-/)^^ im^O^m^it^-En c (K (t) 0, K (t) R) $:^^LK (t 
) R^m^o Z(DJ:oiZLX. T-V^'-rxO. 1, 2itMmLr=.mK (t) OOl 
,K (t) 00, K (t) 0,K (t) R^W^r i:*^T'^-5„ 04 (A) 

[0 0 5 4] 

mSlZ^ryV~mmi(D±mm(DJ-'\^^-:K (t) 0,K (t) RCOJItr 

t>^yf^mx$>ij. J - ^-Ko 0 (D^(D^mmmt>^iii>Mx&^m^izit. 04 ( 

B) (Dm^^t^-^Uv ^ (EKB) $:MVN§3^1?, J5lff/-K^-K (t) 
0 0 ^^"^^4 ^0, 1, 2 lCgB^-r-5^i:;^)^T'^^c 

[0 0 5 5] 

04 (B) icatfEKBii, m^iti^^(D^Jv~•:f^zi5\^^x^^m'r^mr=.f£n 

t-i'*;i/-:/l^®T^A^:^o, i, 2, 3 ;b^&^fH^^^$:MVNT J3 if;t;&^ 
ii(Z)zr>7^>^y3p_K (t) c o n -So ^/''i-rxO 

, 1, 2, 3<D^m(DJ ~\^^~K0 0 ^M^Lt^K (t) 00?:MV^Tiffe^ 
^il®Jgifr=r>5^>^y:3r- : K ( t ) c o n S:Bif-^>ffc ^ E n c (K(t 

) , K (t) con) 5:04 (B) {C^t" E K B i: ^ICgg^-f-So ^(Dig^lC 

[0 0 5 6] 

■r^^*)t>, T-VN'-rxO, 1, 2 liE KB &^SUT#ycK (t) 0 0 $:MV^T 

±mm^:^^m^-tnit. tmj^.xo)nyy^yy^~K Ct) con5:#^z:i: 
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[0 0 5 7] 

[E KB $:d5Mb7^=r>7^>^y^-(Z)Hd^] 
|gI5{c, tm.^.V(Dz2y^yy^~K (t) c o n^m^^mmt LX. K ( 
t) 0 0 ^m\'^xmr=.^£i^m<Dny^yy^-K (t) c o n $:Bif#fbLfeT^- 

^Enc (K (t) 00, K (t) con) tm4. (B) JC^-f E K B il $:|H^ 

yiE-t/y=-^^ny^yV^~K (t) c o n ^ L^M-r-fe'So 
[0 0 5 8] 

EKB^i:$^>^)^fe^*^l:4^)|&MLTV^-5y- F^-KO 0 0 V^T Jli^B L 3^ ^ 
M#©E KB^SIC j; >^-F^-K (t) 0 0 §:^mt--5o ^^jfC, L 
T^Mify-K^-K (t) 0 0 $:Mv^T^!if=I>7^>^ydr-K (t) c o n^m 

^Lx. mz.^n^mm-t^tc^iz^^tdnti^W'DV-y^-Ko 0 0 o-eBip# 

^tLXWmt^o 
[0 0 5 9] 

[E K B(DZ7^—'ry hi 

meicm^^t^-y'uv ^ (ekb) (Dyyi--'^vhm^^-t. A-^:^3y6 
out. mmt^-'fuv ^ (EKB) (DA-v^yk^-rm^n^x-s^^. 

. j^-vny\-tm.m(D'EKB^mm-t^m^t.ny^yv iL<Dnmm%^^-tm 

tg5:#o„ -T^^^Xli^ m^it^-^Uv ^ (EKB) <DiB^5fe®^/-?-r^{C^-r 
^^mv^) ~(D^mWL^^-t. t'-^aK-T^^ 6 0 3li, W^-fb^-^n^y ( 
EKB) tfJ^T^^-^SP^Sfi^r^f jK-T >^T'S>U, ^ ^*/j<-f > ^ 6 0 4 ^ ^* 
gPCDM, m^r^^y^ 6 0 5tt^i&®M&^t-3K-r>^T'fe^3 
CO 0 6 0] 

[0 0 6 1 ] 
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Eiv-eti, "r-^ tLxmzm4. (A) vmmLt=.mmt^~y'u^^ ^ (ekb 

h ^y y^y' - FT Ki^xfiKRi:^^. ^©i:^; Mx.t^ftJi^coT'- ^ E 

nc (K (t) 0, K (t) R) 0 7® (a) iC^f PgM^^ U - (C^-T^g 
{C^^e :i:iT% ^^CD^*-3?li, Enc (K (t) 00, K (t) 0) -e^»J, 

j&VN^-^li 1 *xtS^$tiSo {:£ (L) (R) ^y) ^bTlS^ 

Stl^c ft±M®T^-^Enc (K (t) 0, K (t) R) (D&\Z\t^- iS^^ 

[0 0 6 2] 

T'-^Enc (Kxxx, Kyyy) *'J^y U -«^(Z) ifZl fC-^S b T 
Enc (Kxxx, Kyyy) . . . li, #MtCBi-t>ft:S tlTt ^-©M^Ht"- ^ 

0:Enc (K(t) 0, K(t) root) 
00:Enc (K (t) 00, K (t) 0) 
O00:Enc (K ((t) 000, K (T) 00) 



aitiE# 2001-3038622 



#2 000 — 222122 



[0 0 6 3] 

gfetcMoT. E KB 7:e--V^i/ h{C0V\T$ ^{CMJiH^f -So (Signatur 

e) Mmt^-'fu-j^ (EKB) ^m^sL.tc.m^xtmmm^y^. ziy^ 

7.\%m^^mz^-oXJE^rj^Mmt^—fuv^ (ekb) b:^^ 

mt^-zfuy ^ (EKB) T'S)-5^i:$:fflt^f -g>o 
[0 0 6 4] 

[E KB §:^fflLfc=i>5=->^y^-fc J:t>'=r>'7^>^y®@BM] 

m-^itLtcziyy^yy^-t. EKBlz^-Dxm^'itLt^nyT^yv^-m-^^ 
[0 0 6 5] 

mSiZ:i(D^-^m^^^-to ms (a) iZ^-tm^iZ-j3\f^X. Enc (Kc 
o n, c o n t e n t ) 8 0 1 li, ZiyfyV (Content) ^ny^yV^— ( 
Kcon) X^mtLTc'r- '^X:^^} . Enc (KEK, Kcon) 802 li, 
Ziyj-yV^— (Kcon) ^Ziy^yV^-^^^— (K E K : Key Encrypt i 
on Key) T'Bif-^fbLT^T^-^-e^t;, Enc (EKB, KEK) 8 0 3 Ziy 
"ryV^-^^^-KEK-^mmt^-^Uv ^ (EKB) \Z ^ -DX^^itl^tz. 
'T-'^X^^Z.t.^m'^o 
[0 0 6 6] 

:n:LX. ii>5=->^y ^-Bf-^^-K E Kii, m^x^-t J - \^^- (kooo 
, K0 0-) , ^svAt±;i/- h^f- (kr) g^lt-efeoTtji; <, ^tcJ-'^^ 

- (KOOO, K0 0-) , fe^VAti;!/- h^- (KR) i o T Pgf-^^b S tlfe 
[0 0 6 7] 

1118 (b) li. T{CfB®$tl. ^tl-rtlA^^lHlDE n 
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c (EKB, KEK) 8 0 b^mmLx\i^^m^(Dm^m^m-t. ^(D^ofj^m 

mz^\^Xit. ^T^-^tClelDE n c (EKB, KEK) ^fiM-t ^ :i tfji < . 
Enc (EKB. KEK) \ZV y ^ ^ S V y ^^B^y"- ^ ^ iZfitU 

[0 0 6 8] 

1219 lC=l>7=->^y^-Bi#^-KE K&, 12 3 jC^i-y - F=3p-K0 0 $:J5ff 

b^3Sify-K^-K (t) 0 0 iiLxmm.hr^m^(Dm^m-t. :i<Dm^. m 

, 1, zizMhXMQKB^ (a) ^^ft=^-:/n^y (ekb) (b) n 

(Kcon) ^ny^-yV^ — ^^^- (KEK = K (t) GO) 

"CPf-^-fbLfeT^-^ i:, (c) zty^yy (content) ^ziyy=-yv^- (Kc 
on) Xm^itLt^y"-^ H^mm-t^^tlZ^iJ. y'A^XO, 1, 2ltny 

[0 0 6 9] 

m9(D^mizit. ^oizisi-f^m-^^m^mi^x&^o 7'A>r:^o«, 

^^t^U^mmiz^ij^ ny^^yy^-m^^- (kek = k (t) oo) 
f-Sc rklZ. K (t) 0 0 j:^^#{C J: U n>-5^>^y^-K c o n 
$ ^lC=i>^>^y dp-K c o nfC J; U n > ©^-^ ^r^ff ^ e> o ZLtl^CDmM 
iz^i). y^A-^ :x.oitziy^yv^mm'^mt.f£^. ^^'A-rxi, 2^CfcV^Tt; 
^^m^j^^mm^mxEKB^mm^t^^t.iz^^). ny^yy^-m^^~ ( 

KEK = K (t) 0 0) ^mn-t^:itti^nmt.^jt''). mmizztyy-yv^mm 

[0 0 7 0] 

m3iZ^'ti&(D^^;h-^(D'rA4 ^4., 5, 6-l±, ^C^|eiil©T'- ^ (EK 
b) ^^mLt=.t.LX^. ^M(D^^ir^V-y^~. y - K=^r- v^T n > 

■T^^^y^-Bt-t^- (KEK = K (t) 0 0) ^mm-t^^t.ti^x^t^^\ mm 
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-Vit. ziyy=-yv^~sm^- (KEK = K (t) 0 0) $:5t#t--& ^ il Tb^T' 
[0 0 7 1 ] 

<}r^f^< Lx. f)^^^±izjEmmm^(D^t>'^m^'^ii^iii^t=.m^^tnyv^yy^m 

[0 0 7 2] 

^^3, mM^t^--fnv ^ (EKB) , ny^yv^-^ m^^tny^yv^ 

-•y'Uy^ (EKB) , ny^^-yy^-. Bt^fb3>7=->^y $:D VD, CD^(7) 

nmmmcw^i^x=L~^izMmt^^t.^-sjmx&^. mmmmz 
^m^nr^m^itziyv^yvcD'^mzit. m-<Dmmmmz.i^m^nr=.mmit^ 

-^nv'y (EKB) (r>'^^\z^^)m^t\^^y7-yv^~^m.fA-t^^o\z.m- 

[0 0 7 3] 

HI 1 0 \zmmmmz^^\\L nyy='yv izmmt^- -l^nv^y (EKB) 

^^m\^fcmM\-^^^ . 01 0{c^-rMicj3VNT«, ^mm^mz^y^yv<z 

1 -C4*^|&^fi$ti, ■^h\z^Wi^ziy^yv\zn]^'^^o:>Mm\L^--^u 
(EKB) $:>t>f/:5#t-t^T-*-^7b^*&M$ti> $ ^(cA-i^a ^McD^^-ffc^-^ 

Uv^ (EKB_M) 7b'^^&^$tlTVA^„ Mx.tiE KB_1 lin^T^^^yC 1 
BiP#^tL7^3>5^>^y^-K c o n 1 ^^^^t -5 ® tCdSM $ tl, Mx.liE KB_ 

2 «3>7^>^yC 2 ^rBt-^-fbL^n^T^-^^y^-K c o n 2 ^r^^-f-g) (Z){C'^M 
Stl-g>c ^(DMT'«, n-V-ByU.(DM%\\^^~-zrxiv ^ (EKB_M) jb'tfa^ 
^f*fc^M$tiT^U, =r>7=->^yC3, C4ltm^it^-y'uy i7 (EKB_ 
M) izM}Z^^Vf^nX\^^^<DX. m^^iJit^-y^Uy ^ (EKB_M) (Z)^#ICJ; 

ij ^y^yv c 3 , c 4 (Dny^yv^~^m"<^'t^:mti^x^^. ekb_i 
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S:^-^"r-2)fei?){Ci^^g;&E KB_1 , E KB _2 ^M^-t ^ ^ ilti^iil^m^^^^. 
[0 0 7 4] 

-^i^. 'r-'^m^Mmt^-^nv ^ (EKB) ht.^\zmmthxmm^^m 
mz.'D\^xmMhxnrciiK j- ^^-m^'&m\.x\^^mmv ^) -mm.^^'r 

[0 0 7 5] 

mmV) -m^M.(D9.±Wi\Z\t. ;i/-h:^r-Kroot l l O Ij&'^tg^^tl, Jt^T 
(Ocfir^lStCl^y- K=¥- 1 1 0 2 7b^|g^$tl. «TMJCli. U-7:^r-1103 

[0 0 7 6] 

-mt.hxm.±.m.ts^^mMm.no)-^^ J - K$:^^=fu y- ki i o 

[0 0 7 7] 

M;tlill|l 1 (Z)||M|gg<D 1 - Kl 1 0 5 fciijijT^iJU C^^yx7=-^y 
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[0 0 7 8] 

1 0 5(Z)2mT(Z)y - Klc, ^^U^^^^^f ^ &^Mbfc-rA-rx(D:^7^3 u iz 
^^ti-g»-b-:/:«j5":lU y- K^bT, [#^#^#|] CO 7 - FSrlSfe^'So 
{C, -^^y;^J5=-::j'U KT'^-2.#^*M^®/- Fl 1 0 6J!^T{C, 
(D;«7'5^i3'U{C-^*tl^^^ll^aig#^«McDy- Fl 1 0 7 7b'^tg^$tl. 
{c^(Z)T^{c. W^fi:^il|g#^«Mc^^5^:JU{c^^tie [PHS] y-Fi 

1 0 8 ^ m^m^:\ y - fi i o 9 ^m&-r^:iiiti^vn^. 

[0 0 7 9] 

:^7^:j''J y- F$:y-Aa^^-^-(7)|R^-tS>!f-A^#|XYZ#McD]I.^,y 

(EKB) Sr^mLTiBMb, - FJt^AT®7^A-r ^lc*f LT®*^^rJM 

[0 0 8 0] 

3(DJ;e)tC, 1 F2:m^,i: LbT, ^^^T© 7 - F?:^®IB,^,y - FlC 

-r-sr iitci u> ;!77=-i^'ui8, fe'&vNii-y-^^^^j^^-^ruigo 1 o(7)]i.*f / - F^^ 

m-t^:^-:^-. ny^yvz^nn^ ^miS^^o^ J - F^IB* ^-T-S^^-fb^- 
^^'n^y^ (EKB) ^%^n\z^wi.\^x. ^M.j -Y^^xrvim-t^'rn^ 7.\zmt 
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[0 0 8 1] 

. a, g. j (7)#y - Flci3VNT^#Rrig:^^^>fl:^-:/n -/ ^ (EKB) 5:^ 
[0 0 8 2] 

MX-tfJlif;!^- h^-K (t) r o o t Tn>-5^>^y:^r-K (t) c o n $:Bt 

. nt. -eti^ti^^igi 2 (b) (c^-ru-^isjitKy- f^-^t^vnt, ek 

B(Dmm^mnLXK (t) root$:m#b> LfeJlif;b- b ^^p- K (t 
) r o o t {C^oT3>7^>^y^-K (t) c o nCD^-^^S$:|l=fTbTn>5^ 

[0 0 8 3] 

:i<Dm^Kmm^n^mmt^-':^u^y ^ (ekb) (DmM. mi^izm-t 
^oizf^^^ misiz0;'rmm^t^--fn^y^ (ekb) it. ^(Dmexmmi^ 
r=.mmt^~-:fn-j ^ (ekb) o)yit-'^v h\z\^r:^f)'^'Dxm^-^t\.f=.^(DX 

xWimhr^^o\z& (L) , (R) , 'tti^ti(Dismz^—^ti^-$>i[\\to. u 

[0 0 8 4] 

mmt^-y^u^y ^ (EKB) ^r^MLfeT^A-r^ii, mmt^-':fuv ^ ( 
EKB) (Dmmt^-hL^^'\zm'5\^x. m^km^it^-(D'^^^m^mn'ux 

- K®Jllff^-$:S^#LTv^<„ HI 3 tc^-rj;e){c, ^^fb^ap-yn -/ 
^ (EKB) li, N;^)^^ -^*T'®l§m (^*>^X) iy^^\.^{^E. ^(D^r- 
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[0 0 8 5] 

:i(D^oi^^mt^~^u^:j (EKB) (Dt^- ^A<Dmm^'^mt:Lt^mm 
X J c i;5 C T ffi BS f t b T ^ ^ b ;t M ^ t- =b © T ^ -5 „ 

[0 0 8 6] 

m'f7^>(7.K^'Dxa)^mm.-^ti^v')-^mm-t^. z.(Dm^. mi 2 cb) 
\z^-tmmzm'5\^xmrz.r^v')-m^t.hxmi 4. (b) (Dv^)-m^t>mm 

•^tl^. Kv o o tti^i^K^ t.X\t±<6^^ft^tii< 1 o(D^(D^7b'5#^fc-ttllii: 
<. K r o o t y{)^e)K a fc^J:t>*K g{CM-g>feA?){Cli. K 0 iCi^Hg * ^«J5^-t -5 CD 

^x. z-^mm^o^mi^ (.a} cDw-tfrnm^ns. 

[0 0 8 7] 

HI 4 (a) iZ^-^^oiZ. J-\^tLXKO(D^^n^mVi^^tl^r^V^J-i>^ 

^iK$ti-5„ ^m^-mmo^fci^cDmmt^-^uv ^ (ekb) li, ziti?)® 
ffiBS^y u-^c»■:5v^T^^■r•5o 014 (a) \z^-tv')-\t. mmt^-^u 
(EKB) ^u^-^mt£^^j-\ii^r=.\-t^)'-y^m.-rwL^\^r=.2^n.m.v 

«^i5gM^y U -T'feS. 3gifT=^-iBM(;OfetoCD^55fl'ft^->^n^y (EKB) \t 

, rcDH^^pgJi^y U ~<DJ- Y^i^tcit^) -•7\znm-ir^^~(D^\zm-^^^xm 

[0 0 8 8] 

^®ai 3T'i}i0^LfeW^:&'ft:=^->^'D^y ^ (EKB) ^v-ya, g, j 
*^^K r o o t lzm^^X(D-t^X(D^-^m^'{tLr=.7'~^^W^LX^^r^t>^ 

. mm^itEKBit. mmtLfcvv-^m^-t^ J ~ \^^z'D\,^x(D^(Dm-^m^ 
-^^wm-t^. mi 4: (b) izwi-t^^iz^^^itsi^^y hm^^m^^. mi 
^i:t>*^2 tf-/ htt, mis(Dmt. mmo^M^^w-b. & (l) . ^ (r) , 
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[0 0 8 9] 

^mm^^-'fuv ^ (EKB) mi A (b) {c^-r<fce){c, igistc^i- 

it^~rfuv^ (EKB) ?:^fIb;t#-T-VW;^.tt, ^^(Dm^^v VlZliS^^ 
^^^^^Z.^-iS^X^^. m^lt'rn^ 7.a.\t. ^-fbT^- ^ E n c (Ka , K 

(t) 0) ^^j-y^-Kaxu^vx. ^-F=^-K (t) o^mnhx. J 

-F=^-K (t) 0 JC j;oT0f#fb^*-3? E n c (K (t) 0, K (t) roo 
t) ^^-i-L/TK (t) r o o t $:^#-r-2>o f'/t-f X j li, Bf-^-fLv'- 3? E n 
c (Kj, K (t) root) U - >'>-K j -e^#LT, K (t) root 

[0 0 9 0] 

iejic, u^^cD'T^^^i y.\z^->xo^^m^'^i^^n^it\^r::.i^t=.tjtv u 

^M^^Xm^it^-'^Uv ^ (EKB) -S^iltC «fc U, '>^Va^-^M 

©^^-fb^-y^n^y ^ (EKB) $:^^"r^ii:;6'^Hrtg^;^tl, m^t^-y^U 

v"? (EKB) o^'T-'^mmis^^^mzmi^w.^L-f^^. 

[0 0 9 1 ] 

BM^^^c^v^T#^c;t?>(;^c■?SM«Ttg•??^So x>v^>r 7">rii, d^-ie^^^ 
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[0 0 9 2] 

Z.(Di^of^M%\t^'--:rUv ^ (EKB) %^>(y.^. DVD^(7) 

fei-tsMMT-*-^i:bT(Z)^^'*gPi:$:-^t/^M=^-:/n>y ^ (ekb) 

$ ^(C, Mffy - F =^r-lC J: oTHt-^-fbb fen >y -fe - 2^'^- ^ i: 

"7 (EKB) ^C-^^tl-5Bt#'ft::^r-■T'-^$:^^g|J®iiM7^- 

EKB) $:-Y>^-:^^y h^®t^^y h V ~ ^ ^ifTLXUmt ^m^t LX % 

o 

[0 0 9 3] 

r^^cfc, ±7&Lr^mmvv -mm^mmht^mm^t^-^n^y ^ cekb) tci: 

[0 0 9 4] 
[0 0 9 5] 

HI 5 ic^-r<J;e)ic, fH'[Sa«3 0 Ott, 3 i, it 
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[0 0 9 6] 
[^^^ i^'rL-;i/3 3] 

H 1 5 {c^-r j;-5ic, Mm=^p=i.-jv3 3ii. m^it. ^m^^=L-y h 5 o 

. MrL-^y h 5 1, H^fig/M^rL- h 5 2, mKmU=L-v N 5 3, Bgr# 
^b/=^#rL- h 5 4 feJ;t)«MWn.- h 5 5 ^M^^. mm=^Va.-)V3 3 

ffi■ti:;&v^J:■5^cW^>/^°-tt$:^LTV^-^)„ gLiJIS^n. ' N 5 0 5LIS[5§^ 
[0 0 9 7] 

ta-K^i-^y S 5 1 Mx-li, EE P ROM(Electrically Erasable Program 
mable Read Only Memory) ^ ifCD^^f ^tt^ ^ U U , UU^MlZ.'^smt^m'r 

5 1 ti, iSMT^-^ I KO—I K31, I Dm^J;t>*fH'|im0if'- 

^ K s t r $:fa'ISLTVA§„ 
[0 0 9 8] 

^Um^r-^ I KO- I K3U±. tB'li^S3 0 Qfy^n^mU^ 0 0 hcOWT^+B 

{C^tl^-T^-^ I K0~ I KSlC^e) -^-©^liE^T-'-^Tb^^^^'AfCjgf^^tl-S 
o ^fe, ^HiEliT-*-^ I KO~I K31^ j:t)ffa'»m^7-'-^ K s t r gH'H^ 
fi3 0 0(D^51^gP*^^^i?)^l.^=te)^C;&oTV^-g>„ ^SM-T"*- ^ I D mJi, fB'lt 
^tt3 0 0{C^bTn--^(C#t-t^tlfe^M-7-*-^fT'^^;, ^K&1--2)ie)(C, 
fE'li^fi3 0 Oii'^n&mU^ 0 0 i:(^Wt?+B5:^|E§:^fe»l^lC^J5;iffi$tlTM 
^g2 0 0 (cmij^ti^o fa'l»ffl0l-T-*-^K s t r li, ^v^-t^^o\z. ny^ 
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u 3 4 izmm-t^w^izm^^^ns. 

[0 0 9 9] 

^^^/?^»:3.->y h 5 2 l±, m^lt. I SO/I EC 9 7 9 7®MAC(Mes 
sage Authentication Code) m.M-^£ E<Dm^ <7)mM-^^7^rm'r- ^ ^^^-T ^ 
o Z(Dt^. MACM^lCli, m^lt. "Block cipher Algorithm" LT F I P 
SPUB4 6-2 iZM^^tl^DK S (Data Encryption Standard) V^ ^ tl-S 

[0 10 0] 

ffiS^IErL- h 5 3 ti, g^iiS2 0 Oi!}^^:t-^>f ^XioLXy 
^vi/zL:^^V 3 4 JC»^iitfl&f^$:^f e)(Z){C5fe5ioT, S^^g 2 0 0 iiCDf^ 
T^ffia^lEMH^rff e). ^tc. ^gS^IE^L- h 5 3 l±, 7 ^ -/ >> ^ ^ U 3 4 
*^^:t-^'r $:^^^mLT#^^fi2 0 0 iZHitft ^m^^ti^o (DIZ^ 

[0101] 

Bif#^[:/«-^n.:^^y h 5 4 li, DES. IDEA, M I S T Y ^ ifCD:;^'n ^ 
Hir-^r;Hf'; XAT'OP^-^'fb?:^?^)^ a^fflf Kli, FIPS PUB81 

"DES MODES OF O P E R A T I O N " tlT V^^ J: e) ^ E 

C B (Electronic Code Book)^- J: t>*C B C (Cipher Block Chaining) ^ — 
KT'fe§„ *7t, Bt-^'fb/^-^:^-— ^y h 5 4 tt, DES, IDEA, MISTY 
^^*(7):/n ^y ^^#T;b=i''; XAT®m#S:^f e)c -gm-r-S^-Ktt, ±fBEC 
B^- FfeJ;t>*CBC=E- FT'fe-5o ^MECB^- FfeJ;t>'CBC^- F®:^' 

n y ^m^^tym^xit. in^-^nr^m^-^^m^^xm^-^nr^^-^^m^ 
^txm^t^o mm=L=.y h 5 5 sits^is^rL- b 5 0, la-iirL- ^y s 5 1 

> ^^^/^g^n-^y h 5 2, ^Kmm=i--v h 5 3 ^J:t>*Ht#>f[:/m#n.- 

h 5 4 (o^m^'^i^i^xmm-t^. 
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[0 10 2] 
[■7^^y >>n.^^'J 3 4] 

^'^^y S/^ji^U 3 4 li, m^it. 3 2MA-^' h®fBB^*$:^-r-5o 
S/rL^^U 3 4 {C{±, ^aS^liE:!- h 5 3 JCj:eW^|gB2 0 0 hfH'IS^SS 

, S^^g2 0 0:^^?>Ai7b;fe:t-T'-^' ;^-^*-^fe^v^^i®#■7'-^^, #«-t-* 

3 iCj:SS^^g2 0 0 ^tH'li^«3 0 0 h ® W^+gS^H^SfC j; o TiE^;& 

TS^^@2 0 0 tcmiJ^tl-S. 
[0103] 

feibCDBI-r-fe-So EI 1 7{C^t-J: e)lC. ^^^y 2/rL^^iJ 3 4 tcti, Mx.lf> S 

So zzv. n^mmyr^)utv=yv^^-^yr^}\^(Dn^^mm-t^mm 

1 ffl^'-®;r-T'>r ^Tt"-^ $:^i5<ci-S„ JS^IT, ^y ^ ^ 'J 3 4 JCgH 
[0104] 

Eiistt, s^^3®7T-r;K^«^!&&^L, mi2f)^-^ am) ®atra 
c 3 7=^-^:7 T-r;i/c^«^S:^-rc s^lfS7T-r;i/ii, i e kbs^^^^^t 

[0105] 

n^%My r ^ )V\t.. 1 y?-r h n- K®^^ U :;?7- K(Z)i&BtfNM 1 - 
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KTBL, ^^U;*7- K^^®#M#I NF-S ilTb^^^So 'T~^y7^)\^ 
®5fcsM®M'f4'\'y ^\ l A-f h u- ffi^NM l , 2A-Yh3-F 

PRTINFi:, h V-/^(D#*n'»^I N Fh7!)^^^<5)o ^^V^'lCli, ^A-^y 
[0106] 

Mtt^^y ^'{C^LTATRAC 3(DW^-?-^*'5i^<o W^-r'-^tt, 16K 
<D\t. ATRAC 3 'r-'^yr^ )V^(D=^^^'r-'^^(Dny^yv^-9<D^ii 

[0 10 7] 

EI2 0{C, ATRAC3t^-^7 7'-1';I/A3 Dn n n n (Dv^- ^M^Wi^B't 

„ ig2 0{cii, T'-^^T'f;i/®M'l4^^y^* (1 >^n^y^) ^, ^^mT'-^yy 
;i/ ( 1 ^y i:;^^^$tlTv^^„ gf 2 0"eii, ^<7) 2 r^n ^y ^ (16X2 

= 3 2K7'?^h) <D^:KUvh<D9cM(DA4h (0x0000~0x7FF0) 
*'J^$tiTv\^„ EI2 1 fC:9-ilbT^-ri: ^{C, M'K^ ^y ^'©^gSTb^ 3 2 A-f 
h*^^^y ^Tfe 2 5 6 A>r hTbtffii&M^NM 1 ( 2 5 6 /-^-T h ) "e^ U , 5 
1 htim^mmNMZ (5 l 2A-r -e^-So M'ff^^y^'<Z)^>y ^"{CIJ 

[0 10 8] 

BLKID-HDO (4A-<b) 
: BLOCKID FILE ID 

ffi : S^'fit=" HD= 0 " 0 X 4 8 4 4 2 D 3 0) 

[0109] 
MC o d e h) 
MM : MAKER CODE 
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[0110] 
BLOCK SERIAL (4A^h) 

OiU^^yOxFFFFFFFF^-e^ 
[0111] 
N 1 C + L (2 7^-r h) 
M^: Vyv^ (ffi^) "T-^ (NMl) ©Mffi^r^i" 

ffi : SN 1 C+ L i:|^ — 
[0 1 1 2] 
N 2 C + L (2 A-r h) 
^t*: h^^y^ (ffi^fe) 7^-^ (NM2) CDM-ft^r^t" 
mm : NM2 tC^M^tl'SJt^n- Kiimign- K?:#1 A-T HT'^t- 
ffl : SN 1 C + Li:|WI— 
[0113] 
I NF S I Z E (2 S) 

: h^^y ^'^cM-r<5#^D'»^(Z)^T$:-^ftLfe-t^-rX$:*-r 
if n ii-r-sr h 

-fit : Xli 0x0000 7b^p30x3C6 (966) 
[0 1 14] 
T - P RT (2 h) 

1:^^ ^0x285 (645 dec) 
[0 115] 
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T - SU (4 A>r h) 

^„ 4 4. 1 kHzo-y-^^/"!; 1 0 2 4 ( 1 0 2 

4X1 6bf^yNX2^^>:^;i/) ©^r-T^-f yty^~^^m 1/10 {CiBt^bfciS[ 
WA-f h(Z)^*-^*^SUT-^^„ ISUtt, ^ratCil^LT|?j2 3 m#{C;5;§„ 
jt^ti, iS:^{c;S:'5' suic J: oT 1 OCT) A- ^yTb^^^StiSc i^^x^7b^4 2 

'fii:0x01;?)^e)0x001FFFFF 
[0 116] 
INX(2A-rh) (Option) 
MM : INDEX (DmM^m 

U: 0 7!)^e>0xFFFF (ft;^, Jfi^J 6 0 8 4 #) 
[0 117] 
XT ( 2 h) (Option) 
iE?^ : INDEX (DU^^m 

mm : I N x-nnnvm^^nr^^mtf'^n^^^^mmcD SU (Dmm^ 1/4 

LfemT-Jl^f^c rtlli, iiScDSU(D4^®;R$(Z>^ra (i^9 3m#) {C^g 

: 0 X 0 0 0 0 : 0x0 It&^PjOxFFFE (;R;^ 6 0 8 4 #) 

0 X F F F F : &<Dmt) U * "e. 
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[0 118] 

m^m^M^NM 1 J3 it>*NM2 ^CoV^T^0^i-So 
[0119] 
NM 1 

mm-- ij-^^ h(D:$c^n~]^x'mLt=.-ns^-0t<Dm^ (®>^'e2 5 6) 

^mT'-^o^mrit. itfx-ri^j^n- K (0x0 0) $:«^jitfr^i 

(0x0020) (OxOO) h&.±m^'t^zt. 

[0 12 0] 
NM2 

#tg: 2 A-r h^jiC^a- KT'^L^Rr^;R®i&tfr7^-^ («:^T'5 12) 
^ttf7-*-^CD^Tl±, ig^-r,^«=i- F (0 x 0 0) $:«^aAt?^i: 

bS (0x0120) iJ^^S^V (0x00) $:2A-r h J£^±f 2^-^-5 3 il 

[0121] 

M'ffi^-y ^*CD@^^S (0 x 3 2 0) A^?>^^^, 8 0 A>r hc^-r"-^ F^ 
(Dmm^—lf^l^Xmm-t^o 1112 2{CTRK I NFcDSP:^^^^:^^-. TRKINF 

[0122] 

E K I (1 A-r h) 

^t5N : trfi7E®|Jgs^yi;-;^j5g{cj:s^^>fb^->^'n^y ^ (ekb) K^-oxm. 

^s-^n^m-^it^yy^yV^- : E (KEKh, Kg on) ^r^f -5 

to 

: h i t 7 = IX^-m. bit7 = 0"eMbo b i t 7 = 0 (D^-^-^i, 
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EKB_v ersion, E (KEKn, Kcon) li#^#fi^c 
U: 0*^?^OxFF^-^? 
[0123] 
EK_version (4A>fS) 

M^:m^o)mmvv-mmzj:^mmt^-'-:fuy^ (ekb) iz^^xm 

B) (Dyr-^Ji^^m-t. 

mm:mmv^)-mmzx^mmit^-~-:^u^:j^ (ekb) iz^^x^m^n 

^ziy^yv^-^^^^f^m(D^%it^~-fuv^ (EKB) ^mir. 

it: 0*^^OxFF*"t? 
[0124] 
E (Kstr, Kcon) (8A>rh) 

: ::iy'Tyv(Dm^mMiz^m-^t\,^ 

0;^)^P>OxFFFFFFFFFFFFFFFF^-e 
[0 12 5] 
C_MAC [n] (8 7N'^ h) 

nig : ny^yvW^m^^^^t^mmcDTRK I N F(Z)p^^^^Xi/->r>x 
[0126] 

A (i^i-r h) 
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-fit : 02 3 ^mmi^x^sTKmrn-t^ 

fcf^h. N=o, b i t 77bU 0, :^^ym^ 

(L + R) (D^(Dm%^\t£ Joints- F$:^ 7 LT^^-t-So b i t 2 

[0 12 7] 

TRAC 3®^- FWISA'S^^^tl-So ■T'&t)-^, 3(Z)3 tf>y hT^^tl 

^^-K(Z)ffl7?^y, (N=0, 1) , LP (N=2) , SP (N = 4) , 

EX (N=5) , HQ (N=7) (7) 5 ^^(7)^- KtCo V^T, 13^^^^ ( 6 4 M 
B®^^'J;t;- K®#-a-) > "r-^^mv-h. 1 :/n F^® S U^^^-g-ti^ 
tl^$4^TV^-5„ 1 S U(Z)/'^W hllJCli, (^7 : 1 3 67l-f h> L P : 1 9 2 
>r h, S P : 3 0 4 EX : 3 8 4 A-f b, HQ : 5 1 2/1--f h) 

o ^ ^IC, »y N 7 J:oT, AT R AC 3 (D^- K (0 : Dual 1 : Joint ) 

[0 12 8] 

— M^bT, 6 4MB®^^U ^- K$:^Ml^, S P ^ - K(7)^-^(Co VnT^ 
^f^o 6 4MB(Z)^^U^- K{C«, 3 9 6 8 :;^'n SP^-KT 
{i, 1 S U;&^3 0 4 7NM h-efe«5(Z)l:\ 1 :/n ^y ^J' {C 5 3 S U7b"5#^S -S. IS 
Utt, ( 1 0 2 4/4 4 1 0 0) #lC+g^"r -5= «eoT, l^n^y^li, (10 
24/44100) X53X (3 968-16) = 4 8 6 3 3pJ>= 8 1 

(4 4 100/1024) X304X8 = 104737 bps 

[0129] 
LT (1/W h) 

: S^f!l|5S:7^^* N 7fe^0Jlf ^y h 6) t.-^^ =l^) ^ ^ A- V 
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(tr^y h 5 - tf ^y h 0 ) 

[0 13 0] 

FN o i2;i>( h) 

-fit: l*^P,0xl90 (400) 
[0131] 

MG (D) SERIAL-nnn (1 6A>( h (upper: 8, Lower: 
8) ) 

: mBm^(D-i2^a.Vv^^ -^Uv^ i^^=i.^)'T^ I C 2 0) ®>>UT;V 

>fa : 0 :^)^ ^ OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 
[0 13 2] 
C ONNUM (4 n>{ h) 

oT^H^n-So 2®3 2^, 4 2mffi^'-M^$tlT^U, fH# t ^ ffiCO^SfJfC 

H: Ojb^^OxFFFFFFFFo 
[0133] 

YMDhms-S (4/'?>rh) (Option) 
St5^ : S»JPS#^tZ) h^^y ^CZ)#^^$&B^ 
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YMD hm s -E (4 h) (Option) 

m : ±^Lr^Bmom$ztmi^ 

[0134] 
MT ( 1 A>( h) (Option) 

mm: EMDX'mm^n^m::K(Dn^mm 

-fit : 1 *^e> 0 X F F 0x0 0 

LT® b i t 7 (Dmt)^OO^m^itMT(DmitO 0 tt^^iil 
[0 13 5] 
CT ( 1 h) (Option) 

>fB: 0x00'~0xFF tIc^McD^I*. 0x0 0T&^ 

LTCDb i t V^tl XCTCDmti^O 0(Dm^\t.n^^Mit-t^:^il. 
[0 13 6] 
CC ( 1 7^^ h) 
MM : COPY CONTROL 

mm : ntf-MW 

ffi : 02 4 fcf>y h 6 i; t>* 7 C i o T 3 5:^ 

h4 ^i:t>*5lCj;oT^^MT-V i;^'^ tf- {CKt--5 3 tf-M-^^g 5:^ L 

J; t>* 1 \t. 

CC®M: (bit 7, 6) 1 1 : Mf{JPg®=Itf-$:ff«T> 01:3t:°-^ih 
, 0 0:1 [lI(7)31:f-$:fFnT (b i t 3 , 2) 00: T^n LT^-f 
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CDTb^^cD-T-V (b i t 7, 6)iioo, (bits, 2) it 

0 0 ^T^S 

[0 13 7] 
CN ( 1 A>f h) (Option) 
MM : W^T^-f i:;^'^;i/=rtl°-H S CMS (High speed Serial Copy Management 
System) ic ^ it -5 n - fp pf 0^ 

1 mf^® ^^ic ® ^mmx- fey, n 11° - 3* i: fci^^f -5 

ffi : 0 0 : n H°-^ih, 01;^)>PjOxFE: 111^5:, 0 x F F : @It5cMfJi5S= 
[0138] 

±v^Lr^h^y ^mmm^TRK i nfic^vnt, 0x037 onj^^tt^^^ 2 
4 A-f h(D7'~ ^ ^j-^-v^mmo^j-^-vmmmi^p RT 1 n f i:P$j>\ 1 o© 

h^-y ^ §:^^oyN°-^y"e^^!fe"r-g>«-^{c, ^^ffl(Z)jii#{c p rt i n f 5:^^ 

TV^<„ 0 2 5 ICP RT I N F^gPr^-^r^'To P R T I N F t^®5=^- ^ (CO V^T 

[0139] 

P RT S I Z E (4 7i4 h) 

: A-^ycD:^^$ ^^^^?:2A-l'h (ftJi^ , ^$&SU:1 

/^V h (±^) , mr SU I h («T&) 

-fac^-^X^Jf: lA^P>0xlF40 (8000) , SU: 0 3&^eJ0xA0 

(16 0) , ,1i|T SU:0;5)^^0xA0 (160) (^fSL, S U(Z)^^:S'li, 0 
, 1, 2, ^ 0}^NP,^*&-r-g>) 

[0 14 0] 
P RTKE Y (8A-^ h) 

-fit: O^b^^jOxPFFFFFFFFFFFFFFF 
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[0141] 
CONNUMO (4 A-r h) 

M^: mmz.i'^^nt^ny^yy^m^-^^- 
[0 14 2] 

02O{CM^c AT R AC 3 7="-^ 7T-f ;KDMffi^^y ^*ttiJC{±, 0 2 0 IC:^ 
M^e)ti-5 3i:;^^fe-5. ^ti^titCI D ii^^^- ^i^-r X*^#;(jII$tiT V^^„ 
[0 14 3] 

-hizELfeMffi^^y ^JCMLT, AT R AC 3 y^- ^ y r -( J]yO)^y'u v^o^'r 
-Stti^m<o 02 6 {C^t-«ke)lC, ^n^y ^#{C/\^y^*;&'!#;!jII$tl'5. ^y 
1^ (D - ^ (C o V ^ T Jg^ T {C ^ ^5 f -5 c 

[0 14 4] 
BLKID-A3D(4A^h) 
: BLOCKID FILE ID 

mm : ATRAC 3 7^-^(Z)$feHa-T?fe<5 3h§:^M-r-5;^*b(Z)ffi 
-fB : ®^'fit = " A 3 D" (MX-tiO X 4 1 3 3 4 4 2 0) 
[0 14 5] 
MC o d e (2 7i4 h) 
: MAKER CODE 

it : ±fel 0 l^'^y h T^6lf^>yh (^ttn-F) 

[0 14 6] 
CONNUMO (4 h) 

: mmzi^^tir^^y^yvmm^^ 
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[0 14 7] 

BLOCK SERIAL (4A^h) 

U: Oj;y$&*yOxFFFFFFFF^T' 
[0 14 8] 
BLOCK-SEED (8A-f N) 
MM: IZTUV ^^m^it-t^f=.i^(Dl'D(Dm 

[0149] 

INITIALIZATION VECTOR (SA^h) 
M'^ : >^'n^y ^#{CATRAC3t-*-^ ^rPt-^-fb, ^^-t-fb-^-g) ^(C^^fx^^^^gO^ 

m. 

-fii: OTb^^OxFFFFFFFFFFFFFFFF 
[0 15 0] 
S U- n n n 
MM :^'0y ^n.-^-j YO^^-^ 

ilfg : 1 0 2 4i^->:/;^;^^p5jEli$tlfeT'-^, ffifa^- KCJ; ^;ffi;d$4x-g) 
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^T'li, N = 3 8 4 h) 

: A T R A C 3 ©-7^- ^ ^ito 
[0151] 

m2 0Vlt. N= 3 8 4 T;'^S<Z)1:\ 1 ^ n ^ IC 4 2 S U jb't^Tb^tl-S) = ^7^ 
. ly^'Uy ^(D^m(D 2 ^(D:;^Uy h (4A>rh) 1 ^ 

D^yh (2/t^h) {CBLKID-A3D, MCode, CONNUMO, BL 
OCK S E R I A L:;!j'^^M{C«;&^tl'2>= t^^oT, 1 ^ n ^y ^ ®# l> ©M^M^I 
>rhli. (16, 384-384X42-16X3 = 208 (A^h) h^Sc 
:i®tfJlC±KELfe j: {C, Sz-^-r N®B LOCK S E E D *'?^ltfCfH#$ tl-S 

o 

[0 15 2] 

^rX'. 7^^y i/a.^^U 3 4 {CfB'K^tiTV^^T'-^li, ^M^T -5 J: e) ICM 
Ali, ATRAC 3:&^7?jE^$tlTV\-5„ Eli(Z)^^;&^-y-'^7 > FZLn ^y h S U 
T'feSo tJ^oT, fB'li^tt3 0 0 J^)^^S^i$g2 0 0 {Cf^-3f $:^i5J^mt-#-^{C 

(^]!±li:&^tt, ATRAC 3 ATRAC:S'^e^^(DCODE C:^^-e=foc{; 

[0 15 3] 

[0154] 
C7^>y ^^^^Ul'S^e^'^-;b3 5] 
7^ ^y S:/^.^ ^ y ^g|^>:/a.-;i/ 3 5 it. y^^yi/a.:f^^V3 4^(Z)t^-^(D 
:7^^y i/a.^=BV 3 4 ^ ©-t"'- ^ ©^^ffi b ^ ifcZ) W . 
[0 15 5] 

mi ^iz^-tn^mm2 0 o<Dmmc■^\,^xm.m•t^o n^mm2 o oit. m 

, s:>'^-;i/4 4, j±^a/#;R^i;^-;i/4 5, yt.}^-ij46. d/a^^ 
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^4 7^3J:t>*A/D^m#l4 8^m-t^. 
[0 15 6] 

[0157] 

BIi biz^-t^oiz. mm'^i^'=L-;v4 3 It. mx-lt. SLilt^^rL--/ h 6 0 

, iB«:3.-^y h 6 1, m^^ymm.n=L-^^j h e 2. ms.um=L-v h e 3, 

h 6 4 ^iinmmn,-v h 6 5 ^m-r^o wm^^i^^^^-ji^ 3 
It. Mm^^p^-jvs 3 iimmic. tyy^'ji^y:/(Dm-^mmmm(Dmmmmr' 

*tlTv^s„ 0M^i/'rL-;i/4 3 li, |&#mj±*fc«l&^'^MMiS[®i|'S7b'^^ 

ift5g^:xn^y h 6 Ofi, gLi5:#g^Ji^$:^l^Sh. 6 4 «y h (8A-f h) (7)gL 

m^^^-t^o mm=L=.-j h 6 nt. Mummizii^^m^£m^<7)y^~^^mmi^r 

[0 15 8] 

m^^ymmM:i=-v h 6 2},t. m:^lt. I SO/I EC9 7 9 7(DMACM 
"Block cipher Algorithm" UT F I P S PUB 4 6 - 2 {C^^$ D E S 
[0159] 

^ ^mn^ns o o iziiii]-t^mi^^no<Diz9uii'Dr. la-it^ss o o no^m 
i:ms.uumm^no. ^tc. ms.Mu=L-y he 3it. mmmms o oi)^^^ 
^^-^^A:fj-t^mi^^no(D\z^ii'DX. fB'ti^S3 0 otoymvm 

«&L;tMACM#$:ff ^= mm^KMU^mx^it. IB'ti^-^y h 6 1 tcfH'HSti 
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x-li, A°-y^;i/3> tfo.-^ (PC) 1 0 o:^^\^lt:^y hU~'i7±(Dny}^ 
y\^=L~-^ (PC) 1 0 ofe^v\}i;^ h y-^_h®n>n°rL-^ i:(Z)r^T+@S 

[0 16 0] 

Hif#^b/=^#:i-^y h 6 4 BffK6L;ti:e)lC, FIPS PUB 8 1 ICM^ 

o 

[0161] 

Bir#^[:/=^-^:3.-^y h 6 4 F I P S 8 l cZ)^- c) ECB^-Ffe 
<fct>*CBC^- K(D^#$:^#^6«f{C=ff e)o r^-e, Bt#>f[:/=^-^:2.^^y h 6 4 {± 
, C B C^- K^CJ3V^T. Mx-lS 5 6 tr-/ h^^T^-^r k $:^V^T, ^^SC^. 
6 4 t'^y ^*^e3^SBir#^^:^^^y LT^-^bT ^^i-<5o 

[0 16 2] 

Umn.:z.v h 6 5 li, M5§^rL- ^y h 6 0, tH'll:3.^^y h 6 1 , ^^^/^ 
M^n- ^y h 6 2, mSMUn.^V N 6 3 i3 J: r>*Bir#^b/'«-^rL - ^y h 6 4 (D^ 

[0163] 

CMm^e;^'^-;i/4 4] 

Mm^S:^'^-;i/4 4 mi 6(C^-t-J:e>lCfail^fi3 0 0(?)>'^-/ 

[0 16 4] 

CJ!±^/#;R^ 2;>'^-;b4 5] 

i±^/#:R^i^'^-;i/4 5 li, -^J;tlf, IB'll^gS 0 0 7b^bAijU;tBgp-^'f[:^ 
ti;t;r--r'r':r^*-^ ?:^#Ly^^JC#^t- -Sl^fC, A T R A C 3 ;^^"eflt^^$ 

g|^4 7 icm;fjt-^<, CD, D VD^-^,v^ttPC 1 A^^A;fjb;t 
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A T R A C 3 ffi^f o 

[0 16 5] 

[0 16 6] 
i7.\£-i^A 6] 

[0 16 7] 
CA/D^m#|4 8] 

A/D^m^4 8l±, Mx-ti, CD^l/--\'7*^?>A;trL7^r:^^^^*?^^®:r 

o 

[0168] 

El 1 5 jc^i-S*^fi2 0 0 ^, fH'li^aa 0 0 i:(Z>r^"T?li, n^-T^v^y^"- 

^©#1*, -r^t)-^, S^^«2 0 0;^)^?>ta'lt^S3 0 0©-7^^y ixrL^^U 3 
[0169] 

OiS^ibt^W^U^ 0 0(0:7^^y 3 4 {C^i--g>5=-*- ^fS^MH^rHI 2 7 

® :7 n - M V N T iJi -r -g) o 

[0 17 0] 

S^^Bfej:t>'fH'liaeii, f'-^^mfC^fe^X'^, ^"rX5^^y:/S 2 7 0 K 
S 2 7 0 2 (C^tWS^IiE^^^^^f f -So EI2 8tC, ^ji^Bt#:^^$:M VntS: 
^:SMU.1S'^ (ISO/IEC 9798-2) ^r^-fo H2 8{C^VNTtt> ^M^Bt^^^^ 
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2 8}C^VNT. ^-f, Bti^6 h<D^LmRh^^mv. RbfeJ:r>*ea®I 

D-efe^ID (b) ^Aizmm^^. ^tl^^rnVtcAlt. mt^ize 4.}^^y h(D 
SLiS[R a Ra, Rb, ID (b) ©jlgtC, D E S © C B C^- F-eH 

Bizi^m.<Dmmmt Lx^n'eti(Dtmm^[Hizwm-t^mT&^. de s©c 

fcV\Tti. ^OM^lR a ^$:#m65M^aL, D E SHi-^^l:a|5^C^V^T. UK a 
b $:MVNTBir-^^bL, E 1 TB^-^^ E 1 ^ R b h 

MfOL. DE SBt#>f[:g|S{Ci3VAT, mKah^m^^Xm^^tL. Hf#:i:E 2 
^fi^L, ^?jIC. Bt#jtE2^lID (b) DESBt#>fl:g|S 
mK a b $:MVNTBir#ftLT^^tfeL;tBif#jSCE 3 tiZ^-oXmm^- 
^ (Token-AB) ^^^-t^. 
[0171] 

mit. t-r. m-^^E 1 ^mm^-K a hxu-^^itL. ^mRa^m^. mz. 

Bj^-^iSCE 2 5:^liE=¥-K a bT'^-^fbL, E 1 $:#ft&&^MfO R 

h^m^o mmz. m^:scE 3 ^mu^-k a hxm-^itL. ■^o)mmtE 2^ 
mmmmmmv. iD(h)^m^. z.oLxm^Hr^Ra. Rb, iD(b)®e) 

t>, Rb^J:0I D(b)*'!, B ti^mm V r=. % (D t —m-T ^ -/J^^m-t ^ o Z(D1^U 

izm^r^m^. BitA^sE^fji^<Dt\^xMu-t^. 

[0 17 2] 

r^fCBii, MUmcmm-t^'iEivtyBy^- (Kses) ^^mr^ i^^:fj 
SLiJC$:fflVN€>) = ^L/T, Rb, Ra, Kses (7))lilC, DE SCOC B C 
^- KT'0iI^-K a b 5:fflV^TBt-^'f[:b, AlZMm-t^. 
[0173] 

c:tl?:S#bfeAtt, S#T^-^$:M^|iE=¥-K a bT^-^^tl-'So ^#7-*-^ 
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Mtsft^o SV^(C^#$:^iELfe^^C^±, iEv iyny^-K s e sit. 
[0174] 

^i)^^fiki^t=.^<DtLXmm^mr (S 2 7 0 3T-No) f'So 
[0175] 

mS.^M-fy^^\L (S2703-eYes) L X7^«yyS2 704{Cj3 

01 5(DgLiS[^fig:i-^y h 6 0 7r^^bfeSLIS:$:MVAT#^fi&/^^^rL- h 
6 2lC^VAT||^f Sti-So 
[0176] 

?^{c, ;^7^^y :/s 2 7 0 5 fcisvAT, (1) uyr-yv ^-K c o n^m^it 

^-•ZTUV^ (EKB) }6>^^#Stl-5B^#^b^-KE K$:MV^TBir#^t:ML 
T, E (KEK, Kcon) i: il %{C, (2) =I > ^ - K c o 

n $:alMS{CfeV^T^^Lfe■fe-/ (Kses) T'Bt#>f[:^fL]® 
LT, E (Kses, Kcon) Sr^^LT, fHH^M (^^U^- F) {Cj^# 

[0 17 7] 

X7^^y:/S 2 7 0 6T'li, iH'll^fi;^?'^^^^**^ ^ L ;t E (Kses, K 
con) 5:-fe«y i/a >=>r-T^#L/Tn>7^>^ydr-K c o n $:m#b, $ 
, K c o n S:fB'Il^tt^C^^?)mM5tlTV^Sy?. h \/-V^-Y. s t r JCJ;oT0f 
-^^libTE (Kstr, Kcon) ^r^^tfeU, m $:S^^fi(Cjifgf 
[0 17 8] 

Lf^E (KEK, Kcon) , ^ J: >y >^ S 2 7 0 6 T'laH^S/^j^ ^^ff U 

fcE (Kstr, Kcon) §:MVnT, t'- ^ :7 t -f ;i/ (0 2 0#M) ^r^^t* 
S h^^y ^'W#M^TRK I N F-t'-^ t"*- ^ 7 T -f - V >y 
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[0179] 

2 7 0 8^C^V^T, fH'ii^M (^^U^-K) l±, S^^fiA^^^ 
[0 18 0] 

mmt^-y^u^y ^ (EKB) tf^f^mn^ti^m^it^-KEK^m^^rm-^'ft 

^MLfcE (KEK, Kcon) ny^^yy^-Kcon^mnmUlz^^ 
W^^tlX\/^^y^h U-i/^-K s t r iZ^^Xm^-itbfz.E (Kstr, Kc 
o n) <D2'D(Dm^^t:2yy^yv^-timm^n^:iiHzfjt:^. 

[0181] 

f^is. w^t"-^, mmT'-^mo^m^^tMrnit. ziy^yv^-K c o 

^<Dt.t.:ny^yy(Dm^itmii Lxmmhxmn-t^-f)\ $>^\^^itny^yy 
^m^-^^^-^-v. ^r^it^u^^ ^^^m&t:hX. -ny^yv^-lL^d^^- 

[0 18 2] 

zLCD^^f^'T-^VT^ )\j^m\^f=.^^^w.ziB\^x\%. e (k 

EK, Kcon) E (Kstr, Kcon) ®VA-r4x*^$:^#^6lJ{C7gM LT 
^y'ryV^'-Y.c on $:m#nriB^^'g> = 
[0 18 3] 

??C{C, n^mm.2 O 0;«)^tH'[ii$«3 O 0(D-7^^y ^'n^^U 3 4{C|&M$tl}t 

-^m\^xmn-t^. 

[0184] 

m-^mm.i^^'a-mmmmx. ^-^^miz%iL^. t-r^7^»y^s29oi, 

S 2 9 0 2iZ^-tm:S.MU^m^mn-t^o rcO^JlStt, $fcJCl}i0^b?^ll|2 8(D 
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mmt.mmv:&^o mK^u^fy'^^fikvrc.m^ (s 2 9 0 3T'No) it. ^m-^m 

[0 18 5] 

mKUUti^^iL (S 2 Q 0 3VY e s) Ltcm^it. 2 9 0 4 tCfc 

^^^Sb, ny^yv^- (Kcon) ©^^^iJa^rTOJ-T :r.<Dmm^m 
it. ^-mmty^nv ^ (EKB) {Cj;oT^fi$n-50&#fb^-KEK{Cj:o 
X^^it-^ntcny^yv^-^ •f^&t^t.E (KEK. Kcon) ^'J^MS^xT 
^^^ti^^tS^^mi-t^mmX-ib^o E (KEK. Kcon) (DmMlt. $fe<Z)BI2 
0, 2 2 -eiJiBHbit^*-^ :7T-r ;i/Cti(Z) h^^yi^'ffMi^TRK I NFt'-^® 
[EKI] (7)7^-^lCiym'J«rtgT^-g>o 
[0 18 6] 

E (KEK. Kcon) 7!)'^^&M$ tlT V^^#-a• (;^-x^y:;^S 2906 T Yes 
) li, ^T^^y :/S 2 9 0 7 (Cji*^, ^-^mtzTU-j ^ (EKB) (Z)^g|{C J; 
, Bt#'fb=^r-KE K?:^^^bT, L feBt^^fb^^r- K E K (C J; U > E (KEK 

. Kcon) $:^#bT, =i>5^>^y dp-K c o n ^r^^-T-Sc 
[0 1 8 7] 

E (KEK. Kcon) T^'^^MS tlT V^^-^ (^x- S 2 9 0 6 T'N o 
) 2 9 0 8^CfeV^T, fa'tft^S(Z)ffJ^^ 2^'^ -;b 3 3 (C V^T, 

Unmrnz^J^i^m-^nX^^^T. h V-V^-K s t r (CjroTBt-^'fbU^E ( 
Kstr, Kcon) h S^'^- K s t r {C j; o T^-^ bT, ^^jC, +@ 
^^^iE^^^CfeV^TS^^«J3j;t^*fB'[i^fi■e^^Lfe•fe^y i/3>^-K s e s 
T^BiP#fbb^T-*-^ E (Kses, Kcon) ^^^LT, ll^^fi{Cil|>©-r -5 

o 

[0 18 8] 

m^mmt. ::^5^^y 2 9 0 9 IC^VNT, fB'HISg*^ ?3 S# L E (K s e 
s, Kcon) $:-fe>y ^3>^-K s e s -e=^#l/Tn>-5^>^y^-K c o n 5: 
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[0189] 

Xt^^v ys 2 9 1 OTii. S 2 Q 0 1 ^ >''S 2 9 O 9 (D 

V^•#tl*^^C^V^T^#Lfe^>5^>^yd^-K con J; tj Bf-^-fb 3 ® ^ 

[0 19 0] 

z.(Di:o\z. ^mtnyT-yvcDn^^MK-jQ^^x. n^mmt. e (kek 

. Kcon) ^mMt^-^Uv ^ (EKB) *^ Bt-^-ffc^^r- K E K 

s t r jcoTBt-^-fbLT^E (Kstr, Kcon) {cSr5 < $:||iff -5 

[0191] 

*3>5^>^y®^-^li^ LTjaffiLTH^f-T'S^^ •s^^\<^\t.^yy-yv^m 
# A° - V t.f=.\tzruv $:^f ^ e) -5 r ^ >6> nrig-e 

[0 19 2] 

[KE K$:^&MLfeE KB® ^'rt-V-/ h] 
5fc}CBI6 $:MV^T^^'fb=3r->^'^ ^ (EKB) ©^H^fitJ?^ 7 :t - V^y h iCo 
V^TiJiP^L7^7()'5, $^{C, ^^r-Bir-^-fb^^r- (KEK) ^mmt^ -•:fU ^ (E 

KB) ^c^MbT^^t■r^«-a•®:R#:6U^T'-^5r«^RM^cov^T^0^•r-5o 

[0193] 

0 3 0{C^-Bt#>fb^- (KEK) ^r^^'fb^-^^'D ^y ^ (EKB) tCl&ML 

- ^ 7? ^ -5 E K B ^ SBmiii^ nr«^ T >r 2: ^-r c A >r X 

(#^^g) tt, :i®7 7'-r;i/:^^e)ig^S{c^scT^-Bf-t'fb^- (kek) 

Umi/T, KEK}CJ;UE (KEK, Kcon) ^U^hX ZJyy^yV^- : K 

con ^mmhxnyv=-yv(D'^-^^mn^^o ^iz^\,^xwim-t^. 
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[0194] 
B LK I D-EKB (4A^ h) 
: BLOCKID FILE ID 

mm : mmmmmyT4JV(D^m'v:^^:r.t^mm't^t=.tb(Dm 

ffl:H^ffl="EKB" (MX-tf 0 X 4 5 4 B 4 2 2 0) 
[0 19 5] 
MC o d e (2/i4 h) 
: MAKER CODE 

mm : mmLf^mmo). ^e^rji^mm-t^n-y^ 

[0 19 6] 

L K F 

SI* : LINK FILE INFORMATION 

mm : ^(Z)E KBJCj:oT^#$tl-5KEK*^jiM"5l|g^r3>^>^y5='-^T 
-fit : O'-O X F F 

b i t 7 : n^^myy^JV (PB L I ST) iZ^m : 1, t^^M : 0 
b i t 6 : ^m^aiy^m ( I C V) iZ^m : 1, : 0 

b i t 5 — 0 : Uif-y 
[0 19 7] 
LINK count 
: LINK COUNT 

mm: >^ LTv^-5 7T-r;^ (M;^i^atrack3 7r-f;i/) iS: 

m: 0~0xFFFFFFFF 
[0 19 8] 
Version 
: VERSION 

mm : mmm^'^mmyT^jKDA-i^my^^i'o 

U: 0~OxFFFFFFFF 
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[0199] 

E A 

: Encryption Algorithm 

It : 0~0 X F F 

0 0 h : 3 DE S : hVZ^JVDE S^- FlCj;-5^S 
OlhcDES : i/>^*;i/D E S ^- KtC 

[0 2 0 0] 
K E K 1 

: Key Encrypting Key 

mm: ^-mmt-fu^y^ cekb) r^(Djv~h^- im±m ^--vm^^t 

M: 0~OxFFFFFFFFFFFFFFFF 
[0 2 0 1] 
KE K 2 

: Key Encrypting Key 

mm : ^-mmt-:fu^:; ^ (ekb) ^<D;v-h^~ ^--vm^it 

M: 0~OxFFFFFFFFFFFFFFFF 
[0 2 0 2] 
E (Version) 

: Encrypted Version 
mm: ^-mmt-fUv ^ CEKB) c|3®;b- 1>:^p- :3p-T'Bf-^>ft 

It: 0~OxFFFFFFFFFFFFFFFF 
[0 2 0 3] 
Size of tag part 
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^15^ : Size of tag part 

mm : mmmm--^mny7^jv^m^-t^y'~^(D^^^^^(D^^x (b y t 

e) 

'fit: 0~OxFFFFFFFF 
[0 2 0 4] 
Size of Key part 
: Size of key part 

mm : mmmff'^mmyr^)h^m^-t^7'~^(D^-^}!i^(D'^4x (b y t 

e) 

M: 0~OxFFFFFFFF 
[0 2 0 5] 
Size of Sign part 
: Size of sign part 

mm : r ji^mm-t^^- ^ (D'i)-^ y3^<Dv-4 X (b y 

t e ) 

m: 0~0xFFFFFFFF 
[0 2 0 6] 
Tag part 
^15^ : Tag part 

mm : mmmm-^mnyT-(jv^m^t^^-'^(D^^m^(D^-^ 

8 A>r h^cp7£:^v^#-a•^io-e^l^s?)T hiz-t^. 

[0 2 0 7] 
Key part 
: Key part 

[0 2 0 8] 
Signature part 
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: Signature part 

mm : mmmm'^mmy T 4 jv^m^-t^T"- ^ oym^ (signature 

[0 2 0 9] 

-£> mmmt^-^mm -7 r -r ;b -e lefBui^ pt-^^b t ;i/ ^ $ ti -5 k 

T-*-^ [LKF] $^tC, i; >^ bTV^^ ^'T^r;!/ (M;tliATR 

ACK3'7T-r;P) iICi: bT®^-^ [Line Count] t^'^^&^S o 
#^^gli, [LKF], [Link C o u n t ] $:#fi^-r-g) ^ h tC j; U , ^ 
<^)SBM^fFor'^l6:7 T -r ti^ K E K $:igMt- ^^t'- ^ *^#^t--g> 

J: t>' ^ (D IgS: ^ § 3 of fg i: ^ § „ 

[0210] 

b ^se^^ff oT'^fg -7 r ^ jviz^^n^ V y ^ -7 T 4 jv^ wtm-t ^r^^<D 

^my"--^ [LKF] , U >^ bTV^^^T-r;^ A T R A C K 3 ^ T 

hX<D'r-^ [Line Count] S:Mv^T, 

[0211] 

g|3 1 lc|a'l»^gcD^*-^^&^M^, M;tl*Hi 5 ic^-rfS«iSS 3 o oa):7 

"r-^ (HI FX) ©t'^' l^^ h U^^(Z)^5ii$:Mi: L/T^LTV^-g>7b^, $?3lC, 
®^ r -Y -T-V U h U 7!)'J#^E L T % i 

[0 2 12] 

®3 1 Jc^-rW^T^-^cD^V h U {c«, n^mMvr>{)\j (P B L I s 
T) > Pt#<bn>-5^>^yi:LT^gS:(DATRACK3T'-3f 7T-Y;1/ (A3D) 

■^tti^o ^^^{c, iH'ltiSfiicii, ^iS:(D^^'ft=^r-:/n ^ >'T-r;u (ekb 

n) iS^W^-^t\^^. ATRACK St'-^ ^T-f ;i/ (A3D) 



5 8 



£BliE# 2001-30 3 8622 



i^2000 — 222122 



■t^ny^yv^~^m^-t^tcisb<D^^it^-'fn ^y^y r^Ji (E KB n) 

it. ATRACK37-*-<5f >'T'f ;i/ (A3D) iZ^t.tl^^^y^lZ^^XfWi 

$ti-2)o SSI izm-tJ^oiz. 1 ocD^^-fb^-T/D v^-7r4JV (ekbi) 

3 10 1 Itmm (3) (DAT RACK 3 7-*- ^^T-r;b (A3 D) (Z)^-^^SJC 
jSM^ tL•2)■, 
[0.2 1 3 ] 

rcD^-^, m^^t^~-:^uv ^yy^Ji (EKBI) 3101 izMlZ-ir^mm 

mWf-"SW^y 7-0^(0 [Line Count] {Cli 3 =1 (CjgM $ 

n^:r.t.^B-t'T~^ti'^^m^n^^iiiztjt^, 

[0 2 14] 

n - 0 3 2 ic^-To 
[0 2 15] 

03 2(D^^ii, rnxm^nmut. \^x(D^^^)ij~ ^^n^mmz^v v l 

[0 2 16] 

;^.5^>y 3 2 0 1 {CJSVNT, S^^Mli, #>5r® E KB ^'T-r;!/® h 
^-K^^SrSB^^y, [Line C o u n t ] 5:5^ x $ {C, [ 

Line Count] C7);^J > h fS:7b^# V^ ® ^ JlKlC, P> tlfeMiS: 

[n] (DEKB:7T-Y;i/$:^^i-^c 'f®!^ [n] li, S^ISfiCDm^^ ^ U M^lJc 

, t-^t)*.^r-Bif-^<[:^- : K¥.K^i^muw-t^m.mzwmnmumm\zm^ 

[0217] 

mz. J^T^^y 3 2 0 2 L ^ E K B ©MSIC J; U , [ n 

^ $ tL R A M ® f -5 c 

[0 2 18] 
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^mn-t^o $^fc, XT^^y 3 2 0 4 ^cfev^T, -^(DmiHnyy^-yvo^'iM.-^ 

tCjaMt--g)KE K;^)^RAM^C^&M^4^TV^S^^^7b^&^|^^^^L, Ye s (Dm^it. 
X^^y ys 3 2 0 5 {Coi^i. ^<Z)#f5K E K{C*t5VNT, E (KEK, Kcon 
) ^m.^LXny^yy^~^MnLr. Xt^^v y S 3 2 o 9 T'S^, -T^tst) 

[0219] 

::^v^yz^S 3 2 0 4 {c^v>T, >^>^y®m#{CjgMt-<£> K E K:<)^R A 

M^c^la$4^Tv^^v^^-^^i, ^y S 3 2 0 6 tc ^ ^^T, xhl/-s;?^-T' 
Bt-^fb^tlfcn^-T^^^y:^^-, fi&t)-^. E (Kstr, Kcon) cr)^*e?:¥!l 
^L, &^^^lt. T.'rvzfS 3 2 0 7 fCfeV>T, E (Kstr, Kcon)(Z) 
^#^Q.SI{C<fc tj ii>5^>-y^-$:5i#LT, X^^y ys 3 2 0 9 "T^t^ 

[0 2 2 0] 

^T^^y y S 3 2 0 6 ^CfeV^T, E (Kstr, Kcon) 3^)^;^ V^ 
$tl-5i:. ^(^=a-^^l^n>^>-yiCMm-r^^E KB §:iaitSfi3b^^j3?#LT 
, bfeEKB©m#^3!gifCi:iJKEK^:5t#L, L :t K E K {C J: -5 E ( 
KEK, Kcon) (Z)^#MSI ^H^f L T n > >y dp - L T, T.v^v'f 

S 3 2 0 9T'S^, Biff Lfen^v^^^y^-ic i-ST^-^c^)^-^. # 

[0 2 2 1] 

(EKB)CD[Linc Count] >y ^L, [Line Count 

] (Dij^yvwifs^^^^^KBcDm-^^mni^x. ^'-m^i\:^~ -.y^^K^^m 

tc^SlflbfeKE K$:jgM-5rigi:^y, ?»fi«jj5in>^>^y||^*^mTT^€>, 

[0 2 2 2] 

i^-mmtifuv ^ (EKB) izx^uu^-mim 
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m^mn-t ^mzmm-t smu^- 1 Kn^mm-t^^tizj: v. ^^t^m^m 

[0 2 2 3] 

^mm^-^i3^^^^^tc^K^u:^m (iso/iec 9798-2) it. %izm2 a^m 
m'\i^m^^-t^r^it>(DmmtLxmn^n^o Mu^mizt5\^^xit. ^r-^o^m 

mmK a h^±i^<Dy^mit^'-y'U^y ^ (EKB) Sr^ffi LTS^^gfCiHfgi- 
[0 2 2 4] 

0 3 3 ^3i:t>*iii3 4 ^c^i!t®^7^'-r ^ tc#^acD^$E^- I K n ^mmt^-y" 

n^y^ (EKB) izji^xum-t^m^m^m-to ma ait^A^ 7.0, 1, 2 
, sizMhx'^-^-^m^^Mu^-iKn^mm-t^m. ma 41^7"^^^ ^0 , 1 

, 2, 3 ttr(Z)5^V1-r;^ 3 $: U (#fR^) LTt^A-TXO, 1, 2}C^bT<D 

^^^■^ bTM ^ ^11 ^ - @2m -f- ^ M ^ i- . 
[0 2 2 5] 

ms 3(Dmxit, Mmj-y^^-K ct) ooicjtor, fsiE^- 1 Kn^sif 

-^-fbUfe^-^Jf (b) i:i:t>jc, ^A-rxo, i, 2, 3 ^c^v^T^tl^4^cD^ 
•tey- K=^^-, U -7^-$:Mv^TMff$tlfey - K^-K (t) 0 0$:^-^ 

It. ma 3(D^mizB-r^viz^ir. ekb ^mm («-^) -r-s^iifcjcy, m 

fr$4xfc7 - K=^-K (t) 0 0$:m#L, ii^tC, mmvr=. J - \^^-K (t) 
0 0 $:fflV^TBt-^ft:$^l7^M>II^- : E n c (K (t) 0 0, IKn) 

T^il^- IKn ^m^ztt>^-^mii^£^o 

[0 2 2 6] 

^©fE(D-T'A-rX4 , 5, 6, 7 -itm—<D^Mit^-^U^y ^ (EKB) $: 
SMLTt;&#(7)#W-r^y - K^-, U-^^-T'tt, E K B 5:^^ LT JS^It 
^tifcy-K^-K (t) 0 0 ^^#-r-2)Zli:*':7?^^V^(7)'^;^ ^ife{CiE^?&-T' 
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[0 2 2 7] 

EI 3 4 (DMit. "r^-i 3 i)\ m^itmcDmmiz j: u tk- ^ mm 
$4^Tv^^^Lr, i/y-^, -r^*)-^, t'a^^o, i, 2, {c 

>y-LT(Z)^^#RTtg^^^'ft:=Sr->^'n >y ^ (EKB) 5:^^ L b fcMT'^ 
-g,. |gI3 4lC^-r (a) Mmh^-'fUv ^ (EKB) (b) ^lE^^r- (I 

Kn) (K (t) 0 0) T^Hf-^fbLT^T^-^ ^SafB-rSo 

[0 2 2 8] 

0 3 4 ©^MtCli, ^-^^Jli^r^bTfe-So T^A^fXO. 1, 2\t. ^ 

v^;^^-^^s^ci: jiiTy-F=3p- (K (t) 0 0) -^mn-t^. mz. k ( 

t) 0 0{CJ:S^#{CJ: I Kn$:m#-r-5o 

[0 2 2 9] 

(EKB) ^^mLf^tLX^. ^M(DUm-t^V~'7^-, >'-K^-$:MV^ 

TMifry -F=3r- (K (t) 0 0) ^mm-t^ztf3^X'^fj^\,^. m^icu^-^ 
ify-K^- (K (t) 0 0) ^Mm^^zttt^x^-r. jEmf^mm^m-t^^ 

[0 2 3 0] 

|gi:^-5.o ^?*'fb=^-::^'n >y ^ (EKB) izjz-Dxm^^t-^nmm^ti^ 

[0 2 3 1] 

s^iss) xit. tmmn (Mx-ii^^u:^- k) i:®^sEMii*'5^is-&-r, ^* 



6 2 



2001-3038622 



#2000—222122 



[0 2 3 2] 
[0 2 3 3] 

^(Dm2 7-2 9 ^m\'^xmmi^r^^oiz. m'mmm^mm Lr=.nyy^yv (d 
mm. s^^nic^vNTii, ms.mummti^mn-^ti. ^KmMmm(Dm.ii^^ 

) ^n^mmzmm.\^. m.m:^=^'}ij-\^iin^mmm\z^\^xnu9im^m^i 

[0 2 3 4] 

^4x^®>K2®^^ U* - K^r^MbfeT^-^fH^, S^^S 7 □ - $: gl 3 5 {c 

t^mn^^o 3 5 0 2 ^cfev^T. ^liE^i^b;t;i)^^;()^$:1^lf^L, J^gir 

Lt=.:it^^<^t VXT.T'V^S^ 5 0 3 tCiiJ^^i, ^^liE^tg5:^t^^V^fH'|l^^zit 
, mX\tJ\~\^'r>( y.^. CD-R, DVD^$:Mv^fc 5=^-^12^, S^^S?: 

[0 2 3 5] 

3 5 0 2 (CfeVNT, ^liETb^figii L^l^^o 7t ilW^S tlfe^-^tt, X 
5=-^y:/S 3 5 0 3 (D^Mtg$:^tfc?5^v^IH'lt^^, K^-V x ^, CD 

-R, D VD^$:MV^fcT'-^f3^, S^^a:^)^ll=ff Stl^Si V^o 
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[0 2 3 6] 
[0 2 3 7] 

^}nzj:i). lE^^^-f -fe>;^^#o5^*A>rx m^mm) izmlx(d^. urn 
. ^lEfjtm^. tf^tDt>VTi^~^^tir^n^mmizit. m^^jtmu^ -t^^mmi^ 

mmi^. Kt-V CD-R, DVD^$:MV^^7='-^fH#, 

[0 2 3 8] 

•tt^tD-^. Mum^mm-t^mmt^-^u^y^ (ekb) ^^-w -(dv 

ir^^yf^-^m^jtmmit^-^u^y ^ (ekb) tLx^^.-t^^mz^^j. ^ie 
~^^mmmiz:i3}>f^ny^yymm^mm'^mt.Lr^mm^m-t^^-(^y^ 

[0 2 3 9] 

[^x>y^M ( I C Vtlntegrity Check Value) Wi^^^l 
mz. ny^yV(DWi'&^W±-t^f=.i^\zny^yV(D>(y'r^^)7-^ - ^ x. 
^y^-fBdCV) ^^mvx. ny^yvizMfZ^mi^X. I C V®ft»:{c J: U, 

nyv^yy^mcDmm^m^-t^mmmmz^^'^xmm-t^. 

[0 2 4 0] 

ayv^yv(D^ y^^v^-^ -^zsLv^m. (icv) «, m7L\t-^y'Tyv\z 



£HliE# 2001-3038622 



#2000—222122 



*f-r-5A^y i/ig|iS[$:MV^Tfm$tl. ICV=hash (Kiev, CI, C 
2, •••) iCioTim^tl-Sc K i c V {± I C V^^^--e^-g>o CI, C2tt 

ay9-yV(Dmmis&V. ^ny^yycDmmW^oyy^^y'^-t^MUW-^ (MAC 
: Message authentication Code) :)b^dgM $ tl-S o Mi^Lfc. J: O iZ, [MAC] 

it. m2 0 x-mmi^t^ ATRAC 3^-^-7 T 4 Mz^^tti^. ^tiib^mm 

LX^fyv^iTV^^ '^3i^y^m (ICV) CZ)ttit*^^$tl-2>o 
[0 2 4 1 ] 

DE sm^mmm^^m^^tcMAcm^^m^ms sfc^-To ms ecDmmz 

^ ^V-fe-S:;^'^M 1 , M2. • • MNH-t^) , laWlffl (Initial Valu 

e (ar. I Vilt-^) ) HU 1 §:#^fl66^M^Dt--5 (^(Z)Mlg$! I 1 t-t^) 

-t^ (m;^j?:E 1 . Mt-tT, E 1 fej;t>*M2 ^©m 

:^JI 2 $:DE SB^-^M^Atl, UK 1 $:fflV^THiP#>f[:•t^ (m;^E2), JS^T 
t=.ENf)^:^-y^ — VMU.W^ (MAC (Message Authentication Code) ) i: ^ 

[0 2 4 2] 

J: e)^n>7^>^y®MACMi: I CV^fig^Sr-K i c y \Z ;\ v i/ ^mWi^ 
mm\^xm^^Xny^yV(D>{ yr^VT-^ -^i^y^M (ICV) Tb^^fS^ti 

ff^{czI>7^>^y{c»t^v^T^figL;fe i C v S:i:b^LT|iI-® I CVA'^^^jti 
i^\tny7-yv\z-s^mo:>t^\^z.}iiS^UU-^n. i cviS^^r^tWt. ^miS^^^tz. 

[0 2 4 3] 

±.7&(D^^r^>( y^^r^)^^ -^oLv^m (icv) li, i2>5=->^yM^{c>t^ 
LT^^Sti^^m^n^-T^^^yMACttlcJ: 1 o <Z) >r > 5^ U 5^ • 
^yi'M (ICV) ^^^■t^z.}iiS^us^x-^^. m.Wi(DMAC\ZX^lCV(Dt\ 
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mt. m:^lt. I C V=MAC (Kiev, C_MAC [0] | | C_MAC [ 1 
] ||C_MAC [2] II-) IZ^^X^m-t^o 
[0 2 4 4] 

[0 2 4 5] 

# (icv) ^^figLT*&M-tsz:^*^=r>-7^>^ya5cffi^x-/^^(Z)7ti?)icii^^ 

[0 2 4 6] 

CB F^Cfev^T^fi^$tl^;i ^y-fe-i^'^IE^-i- (MAC) fCJ:U, 5=-x>y 

^''fitl C V$:^«b^^^£$:^?;&e)^-^, ^-^^mzM-t^DE S-CB C(D^ 

[0 2 4 7] 



ffiliE^ 2001-3038622 



#2000—222122 



:^v=-^'vmzmin^t^4 y^^'v^^ -^aiy^m (icv) ^±^Lxmi7-r 
it'r-^m^^(Dmr^^jt4yv^yvy^^ (icv) <D^Mmt)\ 

(ICV) =l:^Mta«^!g{CoVNTlJi^f -Sc 
[0 2 4 8] 

ai^y^fit (ICV) (DW^mm.m^^^o ^^U;?J- F^(Z)fS'ltg|S (:7^^v2/aL 

:7t-Y;1/ (PBLIST) , B^#fb3>5^>^y^ LT^iS:(7)ATRACK 3-?- 
^:7T-f;i/ (A 3D) ;{>^-^^ti> $^ic, ^^Utctt, mWl(Dij9':^Vizm-t^ 
ziy^yVr-^ (#l~#n) j&^^&^S ti-5o W^(Dii^^') iL\t.. 

[0 2 4 9] 

trfi7&(D^^irfb^-yn >y (EKB) (7)^S#^ (ro-r-^' -t^-T ) 5:1 
LT|g^LT=fe J:V^o f^t)-^, fe-S W^^b^- (EKB) 
IC j:oT^#$*l-g)=3r-Bt#^- : K E K j: o T^#S 3 - K 

c o n$:JSMorig^=3>-7^>^y^-a-^ 1 i: LTlS^ bT % J: vn., 

[0 2 5 0] 

n^^myy^J]^ (PBLIST) , m^'itnyy^-yy tl^xmWi(D AT R A 
CK3^-^yr4JV (A 3D) (D^^izj,t. ^'M.'f- ^ (J:>f=.^(J:>i^v^~V 

M-MM^ (MAC (Message Authentication Code) ) ;^)'J-^^4X> rtl^CDMA 
CM^CS■:5V^T-Y >7^^^U7=-'< •^:ii^y^'fa (ICV (con) ) Tb^^^^tlS 

. ^^©n^T^^^y^MACffitt, :7'^>y S/^^^'J®sy->:r>^^-i:;^'tcMA 

CU;^ h^LT*&M, 3*l?j(Z)MAC V >^ ^^CS^'l^T I CV^^=3r 

-Kiev LT#^tl'2)-r Ut^'I' - ^^x^y^M (ICV (con) 
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[0 2 5 1] 

ssnfcM^T'fe'So 03 8(D^y-'^yx^-vmmz^\,^xm.m-r^o 

[0 2 5 2] 

E (kSTR, kCON) it. iJ- }^(D::^ h U-i^^-xm-B'itLt^zi 

y^yV^-V&^o ID (upper), (lower) {±, :<=^ViJ- 

mm^ (ID) <Dwmimx$>s. c_mac [o] it, m^mmyT-^jv (p - 

BLIST) ®«fi^7=-*-^^CX-5V^T^^!^$4^feMACffi-efe•g>o C_MAC [ 

1] i±, ny^-yv, Mx.iiATRACK3T^-^^T-r;i/# 1 (^T^-^^cSo' 
v^T^^$tlfeMACffl, :ny^yvmizMACmt>^W^^ti^. 
(Z)MACffl{car5VNT^>^^*U5^^ • ^x^i/^ffi ( I CV (con) ) i)^^^ 
^tl, ;^^S4x;tICV (con) A'? i> U T h L T ^ ^ U tc#^ 

[0 2 5 3] 

U-7"Y -^^ni^y^^ffl (ICV) it. ^^U :«7- K(DtH'Egg|J (7 ^ ^ ^ U ) 

[0 2 5 4] 

#:«j5=-d'U#(D-r ^T^-^'U^^-f '^ji^y^m (ICV) 
2;^':7:t-V^V h &EI3 9 {C^-r= #0_revisionii, :^7"ifU # 0 (DM 
mT'-^ti^n^-^n. Mff^tlT^^-^li-O^U^^ h^tl-Sc #0_vers 
i o ntt, :^'r:dV # OOA-S^a # 0_E (KE K, Kiev) It, ^"r 
liV # 0 ©^Jp-Bt-^fb^- (KE K) T-Bip-^-fbLfc I CV^fig^- (Kiev) 
T^feU, ICVOli. # 0(D^>f^^*U-5^-f •^^x^y^'fii (ICV) M 

T'^^o J;i^T, |Bl^(7)T-*-^5f*^#:^-7^^i'U#{CE KB # 1 5 
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[0 2 5 5] 

mm^'^v LT^^&Stieo 04 OfCI CV^ai^y^?:^ 

[0 2 5 6] 

fi^^mti^^Wm^'^^. RTIgT-^-S^^ti, :/S 4 0 0 2 ^c^v^TfH'li 

^Shm^SraT-0*B2^.iiEj!!lS (1112 8#m) *^||^f$n-5o tfc ^5^>y 
:/S 4 0 0 1 ^C^V^T, ^ IHH^Sr^^^gS^liETb^ oTtg-e V^ ^4^!f^$ 

tl^«-a-tt> X7^^y:/S 4 0 0 3 ^C^V^T, tffK&b^^2®^^U*- F^#^^ 

[0 2 5 7] 

X7=-^y 4 0 0 4 -e*BS^iE*'J^tg3ibfe7^)^^5{)^*'5f!l^$tl, yfm.iL<Dm^\% 
4 0 0 5 ^cfev^T I C V(Z)ft#:^^'||^f5ti-5o iCVti, BaMb^J;e){c#7r 

[0 2 5 8] 

r^{C:7.5^>y 4 0 0 6{CfeVNT, tf S(C J; o T^m $ tlfe^^ I C V ^ , ^ 
[0 2 5 9] 

y^^'^)7''< -^ai-j^m (icv) ^^mi^rmm-r^mmii^^z.t.iz^v 



miiE# 2001-3038622 



4^2000 — 222122 



[0 2 6 0] 

[0 2 6 1] 
[^^(Z)^^] 

^-:;^'n^y^ (ekb) iz^^xm-^it^nt^m^^^.L. miR^McJEm^j:^ 

^ V N =r > 7=- > @e # >> >^ ^ A A'f H 3^ $ ti -2) o 
[0 2 6 2] 

^*'R#4JfC*&MU> -e(7)lo?:;t^'fb=3p->^n^y^ (EKB) JC j:oTii#fc$tl 

[01] 

[02] 



ailiE# 2001-3038622 
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-5 = 

[03] 
[04] 

^t^-'fuv^ (EKB) (Dm^^-tmx&s. 

[05] 
[06] 

*|g0>9(D'»MSi/^7^A{Ci3J^^^^ffc^r-yn-/^^ (EKB) (h-y ^ 
V hM$:^~r0T'fe-5o 
[07] 

-^mmmm¥mv7s^i^\zi^vi^Mm\L^~^uv ^ (ekb) ©^yco^ 

[08] 

im.'m(j^mm^miy7.'Ti^\zi^\^^Mn\\L^-'fxiv^ cekb) 

yv^-. 3>-7^>>y$:#ii:TM-r-5^*-^«^!^M$:5t1-0-t?&.5o 
[09] 

*l§B^oM^S^x^A{c^t-t^^^'fb=^-:/n^y (ekb) i:. u^t^ 

[010] 

-^mmmm.mMly7s7-h,\zi^\^^Mm\L^--^uv ^ (ekb) }Lny^y 

[011] 

0^ (7)'»$gMii X 7^ A (c i-j- § pgjs u - <z) ;!7 7=- u ^m<Dm ^mm 



ai$E# 2001-3038622 



#2000—222122 



[BIl 2] 

^mmcommmmiy^9-2^izi5\'r^nmtmmt^-':^'u^:j^ (ekb) ay^ 
mi 3] 

:^mM(Dmm^miy 2^iz^n ^mmit^ - y'uy ^ (ekb) a^^mM^ 

[014] 

^mmomm^miyy.v^2^iz^\'i^mmmmt^~-:f^uy^ (ekb) 

[015] 
[016] 

^ ^* - ^ $: m ^ -r -2) 0 -t? ^ -5 . 

[017] 

:^mn(Dm^^M ^ ^ tc ^ i-t -g, is'itsa® ^ ^ ^ ^ ^ u tc mm. $ ti 

[018] 
[019] 

w j^^asi i> ^ 7^ }c ^ it 5^ - ^ 7 T >r CD -5^ - ^ $: M B&ei; ^ 

[02 0] 

st-r0T'$>-5o 

[021] 



2001-3038622 



#2000—222122 



[EI22] 
[02 3] 
[02 4] 

o 

[1112 5] 
[02 6] 
[02 7] 

^ ® X 7^ A fc J3 i-t -5 - ^ f Hii^s ^ n - ^ ^ -r 0 T ^ -5 o 

[02 8] 

^ 'K^^JtS i/ X 7" A ^3 V ^ T jSM nr TSi ffiS^IE^a ^ ^ t- 0 T' o 
[02 9] 

X 7^ A tc ^ -5 ^ □ - §:^-t-0T ^ -g> „ 

[03 0] 

^■t0T'fe-5„ 
[03 1] 

^ ® 'Wfg^^ ^> X 7^ A tC ^-t ^ 7^ - ^ ^ ^ 0 T' S> -5 o 

[03 2] 



7 3 
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[03 3] 

:^mm(Dmmmmty^v^2^iz^{^^mmt^--^^u^y^ (ekb) nu^ 

[03 4] 

^mm(D'mm^m^y:^^Mzi3i^ammt^--^'u^y^ (ekb) mu^ 
-^m^iixmm-t^^-^m^t.. ^t^a^ :7.xo)mmm^^-tm (^®2) x$> 

[03 5] 

^^mo mmmm x 7^ a ic i-t ^ :^=EV^-\^^mmLr=.x mmmm zy 

-^y:^^^^mx&^. 

[03 6] 

:^nm(D'mmmmty7.9-j^KiB^^xmm-^m^jt>fy^^vy^^ -^a^^^m ( 
icv) (D^mzmm-t^MAcm^^m^^-tmx$>^. 

[03 7] 

:*:#§^®'»|g^Si/X7^Atct3^t-5-r ^^^^'Ut^-C -^x^y^M (ICV) ® 
# ^ HJi -5 0 -5 o 
[03 8] 

[03 9] 

h ^^t-0"r'&-So 
[04 0] 

o 

1 0 n^-T^i/^ysB'fg^lg 



7 4 
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11 -rv^-^^yh 

1 2 mKMm 

1 3 ntsmm 

14 ^t'^'T 

2 0 T-'-^^a^ig 

2 1 7\°-y-:J-;i/3> tr^-^ (PC) 

22 3K-^::^>T'/''^''f ^ (P D) 

2 3 m^mm. p d a 

2 4 sa^s^ii, ^-j^m^ 

2 5 ^^^S 

3 0 mm^m 



10 0 






2 0 0 


n 




3 0 0 


SB 




6 0 1 






6 0 2 




6 0 3 


T 




6 0 4 




6 0 5 




6 0 6 






6 0 7 




6 0 8 




3 3 , 


4 3 




5 0 , 


6 0 




5 1 , 


6 1 




5 2 , 


6 2 




5 3 , 


6 3 




5 4, 


7 4 




5 5 , 


6 5 





1 5 
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3 4 7 V a. ^ ^ ij 

4 5 mmyw^'^v^-jv 

4 6 :;^fci°-^ 
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2001-3038622 



#2 0 0 0— 



2 2 2 1 2 2 



[02] 




V 



2 
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[03] 



in 




3 
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[04] 

(A) ^3ai'fk+—3J^P'y^(EKB: Enabling Key Block) ^1 



i^aXVersion) :t 






0 


Enc(K(t)0. K(t)R) 


OO 


Enc(K(t)00. K(t)O) 


000 


Enc(KOOO. K(t)OO) 


0O1 


Enc(K(t)001. K(t)OO) 


0O1O 


Enc(K0010. K(t)OOI) 



(B) ^^d^b^—T^O'V^CEKB: Enabling Key Block) ^2 



/<—i?3X Version) :t 






OOO 


Enc(KOOO, K(t)OO) 


001 


Enc(K(t)001. K(t)OO) 


0010 


Enc(K0010, K(t)OOI) 



4 
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5 
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[me] 



CM 

o 

CO 



o 

(O 



(O 

o 

(O 



ih-S 



.2 



^ 0) 



o 

CO 



4X »^ 

TT a 



(0 



r r r 

^ CO in 

o o o 

CO (O CO 



CO 

a 

CO 



o 
p 



o 

UJ 

I 



^1 













•4-* 
(0 




c 


O 


CO 








m 
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[07] 




7 
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#2000—222122 



[1119] 




o 
K 



1h 



Icq 



o 

I ^ 

^ II 

£ 

n ^ 



I 



-Hal 



Ui 



n 



9 
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1 0 



ailiE#2 001-3038622 




1 1 



mil^t 2 001-3038622 



#2000—222122 



[HI 2] 



Kroot 




1 2 
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#2000 — 22 2 1 2 2 



[mi 3] 
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mi 5] 




1 5 



ffiiE# 2001-3038622 



i^2000 — 22212 2 



[01 6] 





IKO 


aSiiEIlT^— 






IK1 




IK2 




IKS 




IK30 




IK31 




IDO 




Kstr 
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317] 



1 7 



£tJliE# 200 1 - 3038622 



4t2000 — 222122 



mi 8] 



Header 
NM1 — S 
NM2— S 
TRKTBL 



INF-S 
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CEfl 9] 



Header 
NM1 — S 
NM2— S 
TRKINF 
PRTINF 



INF 



Header 



ATRACK3DATA 



Header 



ATRACK3DATA 
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[|1|2 0] 



OxOOOO 
OxOOlO 
0x0020 

OxOI 20 

Ox0310 
Ox0320 
Ox0330 
Ox0340 
0x0350 
Ox0360 
0x03 70 
Ox0380 
Ox0390 



Ox3FFF 
Ox4000 
Ox4010 



ATRAC37=— ^^y-r^U 
3 4 5 6 7 



BLKID-HDO 



N1C+L 



N2C+L 



Reserved 



INFSI2E 



Moode 



T-PRT 



Reservrd 



T— SU 



BLOCK SERIAL 



INX 



NM1-S(256) 



XT 



NM2-S(512) 



Reserved (3) 



EKI 



EKB version 



E(KEKn, Kcon) 



Reserved (8) 



MG(D)SERIAL— nnn(Upper) 



CONNUM 



PRTSIZE 



YMDhms — S 



E<Kstr. Keon) 



C_MAC[n] 



INF_seq# 



LT 



FNo 



M G ( D) S ERI AL- nn n ( Lower) 



YMDhms-E 



PRTKEY 



CONNUMO 



PRTSI2E(0x0388) 



Reserved (8) 



INF(0x0400) 



MT 



CT 



CC 



CC 



Reserved (8) 



PRTKEY 



CONNUMO 



BLKID-HDO 



BLKID-A3D 



Reserved 



Reserved 



Mcode 



Mcode 



BLOCKS EED 



Reservrd 



CONNUMO 



BLOCK SERIAL 



BLOCK SERIAL 



INITIALIZATION VECTOR 



0x4020 


S U — OOO ( N byte = 3a4byto ) 




Ox41AO 


SU— OOKNbyte) 


0x4320 


SU-002(Nbyto) 


0x04A0 
Ox7DAO 


SU— 041(Nbyte) 


Reserved ( Nbyte= 208byte) 








Ox7F20 


BLK 


SEED 








Ox7FFO 


BLKID— A3D 


Reserved 


Mcode 


CONNUN/IO 


BLOCK SERIAL 



2 0 
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[02 1] 



1 2 3 456789ABCDEF 



0x0000 


BLKID 


-HDO 


Reserved 


Mcode 


Reservrd 


BLOCK SERIAL 


OxOOlO 


N1C+L 


N2C+L 


INFSIZE 


T-PRT 


T-SU 


INX 


XT 


0x0020 


NM1-S(256) 




0x0120 


NM2-S(512) 












0x0310 

















[®2 2] 



0x0320 
0x0330 
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